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1. Introduction

Repliweb, Inc. is a full service technology company that develops innovative software
for data replication and deployment. Its primary clients are S/M/L Enterprises,
Technology Developers, Integrators and Global Service Providers.

The Repliweb Family of Products

Repliweb products helping your IT organization deliver strategic file workflow, content

automation and information delivery solutions fasterd and mor e r el i abl y.

software solutions automate, guarantee, and accelerate the delivery of files throughout
local and distributed enterprise-computing environments. Installed in some of the most
demanding enterprise IT and datacenter environments, RepliWeb solutions accelerate
information availability, deliver improved performance, and reduce costs associated with
content-based file workflows.

R-1 Deployment Platform (R-1) i Automated deployment of web content, 11S6
Metabase, .NET framework and COM+ components to data centers and across local or
distributed computing environments.

Repliweb Directory Synchronization (RDS) i A peer-to-peer file replication and file
synchronization solution for heterogeneous computing environment (Windows, Linux,
UNIX).

Repliweb Operational Synchronization for SharePoint (ROSS) i A deployment
solution for SharePoint®-enabled organizations publishing across tiered topologies and
multiple farms.

Repliweb Managed File Transfer (RMFT) i A managed file transfer platform that helps
organizations automate file workflows and accelerate the way they transfer, share, and
exchange files between internal users, customers, and business partners.

A complete |Iist of products and supported

site: http://www.repliweb.com.

Repl i
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About the User Guide

Audience
This guide was written with the following in mind:

1 The user is familiar with the various Microsoft Windows operating systems
(Windows NT / Server 2000 / XP / Vista (32/64-bit Editions) Server 2003/ Server
2008 (32/64-bit Editions)) as well as the UNIX operating system (should the
replication job employ it) and their basic administration.

1 The user has the necessary privileges for the computer(s) on which the software
is to be installed. These will be described more fully throughout the User Guide.

1 The user is familiar with Windows-style graphical user interfaces (GUI) and / or
command line interfaces (CLI).

User Guide Organization

Repliweb Topology Manager has been designed to operate between Windows
environments, UNIX environments, and heterogeneous (mixed) environments,
communicating with other RepliwWeb systems (RDS/R-1/ROSS).

The User Guide explains the various Repliweb Topology Manager capabilities through a
graphical user interface screens (Repliweb Topology Manager GUI).
NOTE: RepliWeb Topology Manager does NOT create any default user or password. All

user names and passwords used in this guide are samples only.

Valid credentials should be used for any host connections.
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2. Overview

This chapter provides a high-l e v e | description of RTM6s
main features. It also talks about the basic terminology that is used throughout this
document.

General Concepts

Mission

Repliweb Topology Manager is a tool designed to provide Repliweb customers using
RDS/R-1/ROSS with centralized management capabilities for their Repliweb hosts.
RepliWeb Topology Manager can connect to any RDS, R-1, and/or ROSS machine,
regardless of the components installed on it (this can be an RDS Controller, an R-1 or
ROSS Center, an RDS Satellite, an R-1 or ROSS Edge, and any combination of them).

NOTE: For brevity, the terms Center and Edge are used throughout this guide to denote

(R-1/ROSS) Center / (RDS) Controller and (R-1/ROSS) Edge / (RDS) Satellite, respectively.

RepliWeb Topology Manager is an extension to the RDS, R-1, and ROSS Consoles,
providing management features not included in the standard Console GUI.

NOTE: The following chapters describe the RepliwWeb Topology Manager interaction
among RDS, R-1, and ROSS components like Center and Edge.

Repliweb Topology Manager Features
9 Verify version information

Handle Hosts list

Manage licenses

Configure Scheduling properties

Define and test e-mail configuration

Execute remote commands

Manage Virtual Users

Configure disk space thresholds

Specify security rules

Open a Console GUI for each host

Define SSL communication

= =4 =4 =4 =4 4 4 4 -4 -4 A

Propagate definitions from one host to other hosts

funct i

on
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Overview

Functional Description

Repliweb Topology Manager provides RDS/R-1/ROSS administrators with management
capabilities for their Repliweb hosts. The list of RepliWeb nodes is maintained by the
user, adding groups and hosts, reflecting the actual topology, on one of the Centers.

Once connected with the Enterprise Manager Console, the user can connect to any of
the Hosts on the list, and displayed with various management options. Information about
the installed components information from that node is displayed, the user may manage
the Hosts list on that node, setup Scheduler properties, manage its licenses, configure
E-mail properties, execute batch files on the remote node, handle virtual users and
security rules.

Any RDS, R-1, or ROSS machine may be connected, regardless of the components
installed on it (Center and / or Edge).

Once connected to a host, if this host is the Center, the Console GUI for that machine
can be opened.

Architecture

Repli Webo6és flexible architecture all ows
the network configuration or operating system being used. The Repliweb Topology
Manager console can connect to any Windows-to-UNIX machine that has RDS, R-1,
and/or ROSS installed.

& production_srv - Replieb Topology

File Action View Help

¥y (e |52 A

19 My H

=B ]

o3

ts
o

in_Dffice
Central
-8B Staging
Worldwide_Offices
- Hong_Kong
-8 London

-8 Mew_York

Worldwide

i Server
©rganizer: production_srv | Use <77 _Offices

cccccc - /i

MNew York™ /i /s
Paris

Figure 1: Repliweb Topology Manager - Topology Map
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Terminology

The Repliweb Topology Manager Console may connect to any Center to centrally
maintain the list of all RepliwWeb hosts in the organization.

The Repliweb Topology Manager Organizer is any Center, on which the
or gani zHagtd listisdnaintained. Users may maintain different lists on different
machines to reflect administrative roles and security.

Host

Any machine that has a Center or an Edge installed may be added to the list of Hosts
maintained in Repliweb Topology Manager. Connecting to a host enables managing
and setting RDS/R-1/ROSS properties to multiple hosts.

Connecting to a Host which is the Center that
(members of Administrator groups on Windows, and root on UNIX) also allows the user

to open the standard GUI to that Host. This enables administrators to centrally monitor

multiple Centers simultaneously.

Group

Hosts may be grouped in a multi-level tree structure to reflect the replication and
distribution topology of the organization. There is no limit to the number of Hosts and
Groups or the number of tree levels.

‘N
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3. RepliWeb Topology Manager
Console

The Repliweb Topology Manager Console enables the user to connect to any RDS/
R-1/ROSS machine. This can be either a Center or an Edge.

The Repliweb Topology Manager Console provides a centralized management point
of all RepliWeb hosts in the organization, organized in an easily managed tree structure,
reflecting the organizationds replication and de

NOTE: The Repliweb Topology Manager Console installation requires the appropriate
Console (RDS/R-1/ROSS) to be installed first.

Connect Dialog

The first step is to connect to the RepliWeb Topology Manager Organizer. Then, once
connected to where the Hosts list is maintained, add a Host to the list.

I& Connect RTM Organizer ) ] 4
Organizer: IEDmp_Sewer j
zer Iiames
Password: Ioooooooo.

Diomain: Icnmpdnmain
Cannect | Cancel | Help |

Figure 2. Connect Organizer Dialog

NOTE: Only members of the Administrative Privileges group can connect to the
RepliwWeb Topology Manager Organizer. Connected to a UNIX Center, use root or root-
like users (UID and GID 0); connected to a Windows Center, use a member of the
Administrator group on the Center.
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Once connected, using the hosts list, double click the host, or click the Connect button,
the Connect Dialog is opened, this time to enter connection credentials to the selected
host.

& Connect RTM Host ==l
Huost: INew_York j Optiang = |
Uszer Iiane
Pazzward: quuu.

Diomain: I
LConnect I Cancel | Help |

Figure 3: Connect Host Dialog

1 Organizer / Host i Enter the host name or IP address of the host being
accessed. Repliweb Topology Manager saves, according to user settings, the
connection credentials of each of the Hosts the Console is connecting to, so
hosts the user already connected to it can be selected from the list.

NOTE: When connecting to the Repliweb Topology Manager Organizer, the
machine must be either a Center or an Edge while connection to a Host, the
machine can be a Center or an Edge, or any combination of them.

User i Enter the user name to connect to the remote host.

Password i Enter the password for the account specified in the User field.
Domain i If user is part of a domain, enter the domain here, if it is not, leave this
field blank.

=A =4 =

Connection credentials can include the password with/without confirmation if the user
selects to do that; the password is saved in an encrypted format.
When all the necessary fields are filled in, click Connect.

1 Connecti Connects to the host specified. Connection credentials are saved
according to the settings specified by the user. The user can elect to always add
the Centerb6s connection credentials to the
Center.

This window allows saving the list of Repliweb Topology Manager Organizers
and Hosts the user connects to from the Console.
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{51
Organizer: ID:ump_Sewer j Ophions << |
Uzer: Iiames
Pazzword: Iotooo.oot
Domain: Icompdumain

r— Options
Save | Remove | Set Default |
Seftings... |
™ UseSSL
[ Usze Alermate Port: |283?
LConnect I Cancel | Help |

Figure 4. Connection Screen Options

NOTE: The Organizers list is saved locally on the machine Repliweb Topology Manager
Console is running from and is user specific. The Hosts list is saved on the Repliweb
Topology Manager Organizer and is available to anyone who connects to this Organizer
using Repliweb Topology Manager.

1 Options i Clicking the Options button enhances the screen to allow more
connection options and saving connections setting options.

i Savei Save connection credentials according to the settings specified by the
user regardless of the validity of the values entered.

T Removei Remove the Centerds connection credenti

1 Set Default i Use the current connection credentials as the default for Repliweb
Topology Manager to use the next time the console is opened.

1 Settings i Specify whether the connection credentials will be saved with/without
the password, and whether saving confirmation is required. This window also
allows specifying that the connection credentials will be automatically saved upon
successful connection to the Center.

NOTE: When saving passwords, the password is always encrypted!
1 Use SSLi Specify whether to connect to that Host using SSL protocol.
1 Use Alternate Port i Check this option to change the port being used for

Console 1 Organizer and Console T Host communication, and specify the new
port number to use.
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RepliWeb Topology Manager Console

Host Defaults

The RepliWeb Topology Manager Organizer allows specifying defaults for new hosts
added to the hosts tree. This makes it easier when adding many hosts and using

corporate defaults.

Host Defaults o ] [
Huost Prefis: I.:.;.mp_
Llzer: I
Pazzword: I
Domair; Il:l:ump_domain

— Options

Settings... |

[~ UseSSL

¥ Use altemate Part: |2337
Cancel |

Figure 5. Connect Organizer Dialog

Host Prefix T If most of your hosts begin with the same prefix, enter it here. It will
be used whenever you add a new host to the tree.

User i Enter the default user name to be used in the connection screen of new
hosts.

Password i Enter the default password to be used in the connection screen of
new hosts.

Domain i If user is part of a domain, enter the default domain here. It will be
used in the connection screen of new hosts.

Use SSL i Specify whether to connect to new hosts using SSL protocol.
Use Alternate Port 1 Check this option to change the default port being used for

Console-Organizer and Console-Host communication, and specify the new
port number to use.
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RepliWeb Topology Manager Console

Managing Hosts

To maintain the list of RepliWeb hosts, hosts and groups are added, in a tree structure.
The Tree structure may be organized in any way the user prefers. It can reflect the

organi zationos
flat list of hosts.

replication

topol ogy; it

Any RDS/R-1/ROSS machine can be added and connected to the Hosts list, regardless
of the components installed on it (even if it is just an Edge).

& Comp_server - RepliWeb Top

File Action Wiew Help

=0l

YY | ZEHRE -

=

B

by Hosts
g Main_Dffice
- B Central
Staging
g web
;|

Graup

Rename

Remove
San_Francisco

Backup_Server

| Organizer: Comp_server | ser: administrator |

4

Figure 6: Managing the Hosts Tree

The Host name is the DNS name or IP address of the machine. The Group name has no
function so it may be any text the user selects.

Connected hosts appear in bold. Once connected to a host, if this host is the Center, the
Console GUI for that machine can be opened.

Operations that can be performed on the main screen and the tree by using: the toolbar,
application menu and floating menu (using the right-mouse button). See detailed

description below.

See Appendix AT Quick Guide for step-by-step instructions on how to add hosts and

groups.

10
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Menus & Toolbars

o

File Action Yiew Help
- s N
Figure 7: The Menu & Toolbar

The application menus provide access to all RDS/R-1/ROSS functions.

1 Filei Create a new Host or group of hosts and connect to a different Repliweb
Topology Manager Organizer.

9 Action i Operate on the selected host or group: connect/disconnect, rename,
remove, manage and open the Console.

1 View i Select to view or hide the status and tool bars.

1 Help i Initializes the RepliWeb Topology Manager help. From the Help menu the
user can also access RepliWebb6s online knowl

Toolbar Buttons

The toolbar is analogous to the toolbar functions in most standard Windows applications.
As such, the toolbars may be undocked and placed at any place in the main Job List
window.

Tool tips appear when the pointer is held over each button.

Listed below are the buttons available on the Repliweb Topology Manager Console.

Button | Function Description

Add a new group to the Hosts tree. The group is added

New Group beneath the currently selected group.

Remove Group Click this button to remove the selected group

Add a new Host to the Hosts tree. The Host is added to
New Host the currently selected group. Enter the DNS name or IP
address of the host.

Remove Host Click this button to remove the selected host.

R

Connect Click this button to connect to the selected host.
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RepliWeb Topology Manager Console

Button | Function Description
% Disconnect Click this button to disconnect from the selected host.
Q‘ Manage Click this button to manage the selected host.
Click this button to activate the selected Console
(RDS/R-1/ROSS). The appropriate Console will open,
depending on the Repliweb application installed on the
Console host.

NOTE: This button is available only if the user has
connected to the host.

12
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Information Tab

The Information tab displays the build date and version of the various RepliWeb
components installed on the host. In addition, it displays the operating system of the
host.

To access the Information tab:
Right click the required host, select Manage, and then Information from the left

pane.
i

Infarmation

Hosts

Scheduler Host Type: Microsoft Windows XP Professional Service Pack 3 [build 2600)

Ernail

\ser Definition Host Version: RDS 3.1.7 (=86 (2.095), Oct 14 2009175326

R_ules RDS FRoot Directony: C:\Program Files\Repliw/'ebsR DS

License

33l RDS Installed Components; Contraller Satelite Console

Disk Space . §

Tooks R-1 Root Directory: C:\Program FilesR eplivw/eb\R1

Internal Processes R-1 Inztalled Companents: Center Edge Conzale

ROSS Root Directony: C:\Program Files\Repliweb\ROSS

ROSS Installed Compaonents: Center Edge Conzole

LCopy Info |

LClose Help |

Figure 8: Information Tab

13
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RepliWeb Topology Manager Console

Hosts Tab

The Hosts tab allows updating the Hosts list on the managed host.

This tab is available only for hosts that have a Center component installed.

To access the Hosts tab:

Right click the required host, select Manage, and then Hosts from the left pane.

O Host [production_stv] - RTM =10

Hosts

Scheduler

Ernail

User Definition
Rules

License

S50

Disk Space

Tools

Internal Processes

Host List

localhost
10.051.52
10.0.51.77

MY_Office
04 _James
Building &
Building B
HO

Remowve
Rename
Up

Diown

Import...

Export...

e

Save Unda

LCloze Help

Figure 9: Managing Hosts

The RepliwWeb Hosts list resides on the Center, listing the hosts the user can replicate

between.

This tab allows changing the order of the hosts in the list, and also exporting and
importing the list of hosts. This enables easy assignment of the same hosts list in the

entire organization.

New i Add a Host to the hosts list
Remove i Remove a host from the hosts list
Rename i Rename a host in the hosts list

=A =4 =4 =4

Up i Move the selected host one level higher in the list.

14
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Down i Move the selected host one level down the list

Import i Import a list of hosts from a file on the Repliweb Topology Manager
Organizer machine.

1 Export1 Export the list of hosts to a file on the Repliweb Topology Manager
Organizer machine.

= =4

Save T Save the list of hosts to the Hosts file on the remote Host.
Undo i Undo changes done to the list. The list of hosts is re-loaded from the
remote host.

= =4

NOTE: None of the changes will take effect until the Save button is clicked. Only
new jobs will be affected by these changes.

15
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Scheduler Tab

The Scheduler tab enables the user to set the Scheduler properties.

This tab is available only for hosts that have a Center component installed.

To access the Scheduler tab:

O Host [production_sr¥] - RTM =lolx]
Hosts
— Submit Server
Ernail Secan Frequency: |1 5 Sec
User Definition
Rules —Active Server
License Scan Frequency: |5 Sec Magimumn Jobs; (500 Recovery Options. .. |
=1
DiSkl Space —Archive Server
Tools
: g00
Internal Processes SeEnlfEEriEy EEE
r— Purge Properties
On Success
Purge After: ID ﬂ Daps I4 ﬂ Hours ID ﬂ Minutes
On Error
Fuige After I1 =1 Days ID | Hours ID =1 Minutes
On Abart
: = = =
FEReliET ID =1 Days |2 =1 Hours IEl =1 Minutes
—Actions
[~ Hold all unning jobs [~ Prevent new Edge processes [ Allow Local Admin ta wiew all jobs
Save Whda
LCloze Help

Right click the required host, select Manage, and then Scheduler from the left
pane.

1

1

Figure 10: Scheduler Properties

Submit Server i Specify the Scan Frequency of the Submit server. This value
specifies how frequently the server will check if scheduled jobs need to initiate
new jobs.

Active Server i The Active server is responsible for status changes of all
running (active) jobs.
0 Scan Frequency i Specifies the frequency the Active server will scan the
running jobs and determine actions that need to be taken (i.e. move to
archive, execute exit command, activate recovery, etc.).

16
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0 Max Jobs i Specify the maximum number or simultaneously running
j obs. I f t hiescleeduied tarun eveby miniteathat distributes
data to multiple Edges, and the server is down, when the server is
running again, all pending jobs will try to run at once. Limiting the number
of jobs, will queue the rest of the jobs until one of the currently running
jobs had completed.

0 Recovery Options i Replication & Distribution operations can recover
after unexpected errors such as communication line or network faults,
user interruption, or even a system crash. In anticipation of these errors,
the Center maintains an ongoing record of its progress through each
distribution job.

Click this button to open the Recovery Options window for setting
recovery options.

1 Archive Server i The Archive server is responsible for handling completed jobs.
Configure here the Purge Policy depending on the completion status of a job.

NOTE: When a job has reached its purge age, it will be deleted. A purged job is
no longer viewable through either the Console CLI or the Console GUI.

Each job generates report files that can be used for monitoring purposes. Since
these reports can consume vast amounts of disk space, they are automatically
purged after a predetermined amount of time. This means that they will
disappear from the Console GUI, and not be visible by a Console CLI show
command.

The Schedul erds Archive Server can be
policies for different job completion statuses. For example, a job that exited with
error may want to be kept much longer than a job that completed successfully.

The Abort / Error / Success Purge Policy fields are in minutes, and will govern
how long a job record will be kept after completion.

By default, job reports will be kept like this:
1 Successful Jobs - 4 hours (240 minutes)
1 Aborted jobs - 2 hours (120 minutes)
1 Failed jobs - 24 hours (1440 minutes)

0 Scan Frequency 1 This value specifies how frequently the server will
check if jobs are to be purged.

As RepliWeb product architecture is designed to be robust and resilient to
failures, the purge command is performed in an asynchronous way. When
the purge command is issued, the job is "only" marked to be purged, and
the actual deletion is performed on a scheduled basis. This means that
the user can issue a purge command, reboot the Center server before the
jobs are actually deleted and when the server is started the purge

17
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operation will still take place.

0 OnSuccess/Error/ Aborti A different policy can be specified for each
completion status.
A Purge After i Specify the duration (Days/Hours/Minutes) in which
to keep the Jobdés reports.

1 Actions (Administrative Hold) i These two administrative tasks are to be used

= =

on the Center or Edge prior to RDS/R-1/ROSS upgrades, or before other general
maintenance activities that require the administrator to stop all processes on the
servers.
o Hold all running jobs 7 Put on hold all running and scheduled jobs. This
is an administrative task that will put on hold all Replication and
Distribution jobs regardless of their originating user.

o0 Prevent new Edge processes i Check this option to prevent new
processes on the Edge (replication, cleanup, snapshot, etc.) from being
initiated. Note that running RepliWeb processes will not be stopped and
will continue until completion. The Edge will not accept download or
upload requests, Scheduled or Continuous Update jobs that involve this
Edge will fail at initiating new job instances.

o Allow Local Admin to view all jobs i Check this option to allow all
members of Local Admin group on the Center to view all jobs via the
Console. When this option is un-checked, only the user who submitted
the jobs (and users that were authorized to view the job) will be able to
view and monitor the job.

NOTE: None of the changes will take effect until the Save button is clicked. Only
new jobs will be affected by these changes.

Save i Save changes to the configuration files on the remote host.
Undo All'i Undo changes done to the configuration files. Values are re-loaded
from the remote host.
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Recovery Options Window

Replication and Distribution operations can recover after unexpected errors such as
communication line or network faults, user interruption, or even a system crash. In
anticipation of these errors, the Center maintains an ongoing record of its progress
through each distribution job.

In the event of failure, the product used obtains all necessary information regarding the
failed operation from the record generated, including the original property configurations
and the exact point of failure.

This window can be used to specify recovery options for Replication, Distribution and
Edge jobs, including recovery attempts interval and recovery notifications.

Recovery Options x|
Mote: These server defaultz will be in uze unlesz overidden in job definition,
 Rety Interval
Basze Interval I'I a Seconds
F aximum [nterval: 300 Seconds
Retm Factor: ISD E4
— Early WWarning
%' Every Attempt
{~ Before Attemnpt Mumber: |1

 Mever

— Early Warning Froperties
[ Report to Event Viewsr

v E-Mail
Recipients: Iiames@cnmpan_l,l.com
Subject: I$i0b_l_l,lpe[$i0b_id]i $ioh_name, status $status
Attach Repaorts: Report Mame [~
General

O Folback Pre Command
O Rolback Post Command
Trarsfer

O solution Deployment

O Folback Pre Command :I
[ Select / Deselect Al
QK I Cancel | Help |

Figure 11: Recovery Options

1 Retry Interval i Specify the interval calculation between recovery attempts:

0 Base Interval i The time interval before the next attempt is made.

0o Maximum Interval i The maximum period of time to which the interval
between recovery attempts may accumulate based on the Base Interval
and the Retry Factor.

o Retry Factor i An incremental increasing factor used to geometrically
increase the interval length between attempts.
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Example:

A job has a Max Retries of 6, a Base Interval of 10 minutes (600 seconds), a
Retry Factor of 50%, and a Max Interval of 60 minutes (3600 seconds).

The job was submitted at 5:05 AM:
Recovery attempt 1 of 6 will occur at 5:15 (10 minutes after the failure)
Recovery attempt 2 of 6 will occur at 5:30 (15 minutes after the last failure)
Recovery attempt 3 of 6 will occur at 5:53 (23 minutes after the last failure)
Recovery attempt 4 of 6 will occur at 6:27 (34 minutes after the last failure)
Recovery attempt 50f6 WI|| occur at 7: 18 (51 mlnutes after the last fallure)

Recovery attempt 6 of 6 WI|| not occur since the |nterval has |ncreased to 76
minutes surpassing the Max Interval of 60 minutes.

1 Early Warning i Administrators can receive early notification when jobs are in
recovery, enabling them to fix the situation and allow the job to continue
uninterrupted, before the job exhausts its recovery attempts. Notification can be
sent by email and / or by reporting to Event Viewer.

o Every Attempt i Notify on every recovery attempt.

o Before Attempt Number 7 Notify after the specified number of recovery
attempts.

o Never i Do not notify

1 Early Warning Settings
0 Reportto Event Vieweri For each compl etion type, rep
message to the Windows Event Viewer or the UNIX syslog.

o Email 1 An email is sent as a notification that the Job is in recovery.

0 Recipients i Enter the email address of the email recipient(s). More than
one email address may be entered. Multiple email addresses should be
separated by commas.

0 Subject i Edit the subject of the email to be sent. The subject line may
include information about the job:
A $job_type
A $job_id
A $job_name
A $status

A subject line is specified in the job properties as follows:
$job_type[$job_id]: $job_name, is in recovery.

This particular subject line will appear in an email as follows:
Distribu  tion [2362]: Weekly Updates, is in recovery.

0 Attach Reports i Select the replication reports to be attached to the
email. The list of reports depends on the Job type i Replication,
Distribution, Rollback.

A Select / Deselect All i Include or exclude all reports.
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Email Configuration Tab

As RDS/R-1/ROSS can be set up to send email upon job completion, e-mail
configuration parameters should be set on the Center.

This tab is available only for hosts that have the Center component installed.

To access the Email tab:
Right click the required host, select Manage, and then Email from the left pane.

=1E] ]
Hosts
Scheduler i~ Configuration
Email
User Defirition SMTP Host Mame: |2D.5.D.2 (e 10.0.12.184)
Rules
License SMTF Sender: IHTM@Company.com [e.0. samE@company. com)
350
Disk Space ™ Use sender password authertication

Toals
Internal Processes

User I
Pazsword: I

r~ Email Test

To: Iiane@company.c:om [e.g. sam@company.com]

Save Undo

LCloze Help

Figure 12: Email Configuration

1 Configuration
0o SMTP Host Name i Enter the IP Address or name of the Email server
0 SMTP sender i Enter the Email address that appears in the From field of
the mail. It does not necessarily have to be an actual account.
Format is user@company.com.

0 Use sender password authentication 1 Check this option if your Email
server is secured.
A User i Email server authenticating user name
A Password i Password of the Email server authenticating user
name
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9 Email Testi Enter the Email address of a recipient to test the email
configuration settings, and click the Test button. Upon successful email-sending,
the user will be prompted to save the configuration settings, if those were not
already saved.

Save i Save email configuration properties on the remote host.
Reload i Undo changes and re-load the remote host configuration properties.

= =4
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Users Definition Tab

The User Definition tab enables you to define virtual and real users to convert them to
real users.

To use a virtual user between the Center and an Edge, you should connect to the Edge.
If you want to use a virtual user between Console and Center, connect to the Center.

Virtual users are defined on the machine accepting the connection. This way, the

machine initiating the connection Aknowso only v
information is sent on the network. Real information never leaves the machine accepting

the connection.

NOTE: In UNIX, you can only define virtual users. No need to define real users to be
used in the Rules Tab. In Windows, in order to map a virtual user to a real user, the real
user must be defined in the User Definition tab as well.

To access the User Definition tab:
Right click the required host, select Manage, and then User Definition from the

left pane.
O Host [production_srv] - RTM 1o
Infarmation User Definition
Hosts
Scheduler | [b, ‘ﬁ * | = |
Email
User Definition
Rules zer | Domain | Tope
License wuzer Wirtual
5L james compdomain
Disk Space adrinistrator Real
Toals uger Yirtual

Internal Processes

LCloze Help

Figure 13: Define Virtual Users
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For additional explanation on Security Rules and Virtual Users, refer to Appendix B 1
Proxy User Security Mechanism.

NOTE: Do not define real users if there are no virtual users mapped to them.

1. Click the leftmost button to add a new user.

i

L=zer: IVUSEI

F'asswold:l xxxxxxxxxx

Domain; I
— Type

" Real

& Wirtyal

ok LCancel

Figure 14: Adding Virtual Users
2. Add the virtual user and virtual password.
3. Select the Virtual option and click OK.

NOTE: If you define that virtual user with a domain (a virtual one), you should
also specify that domain name in the Connection screen.

4. Add the real user that the virtual user is translated to by selecting the System
option and entering a real Domain:

e
User: Ireal-user

Domair: Ireal-domain

— Tupe
{* Real
 Wirtual

ak. LCancel |

Figure 15: Adding Real Users

5. Click the Save button.

24



RTM v2.1.1 User Guide RepliWeb Topology Manager Console

Updating the Submit Command

Assuming that you have defined virtual users on an Edge, you can go back to your CLI
submit command on the Console, and change the user/password combination for the
remote connection:

Instead of:
> €& s ub miuser=éeal -user ipassword= *** | domain= compdomain

you can now specify:

> €& s u b-msert vuger i password= vpass

Using the Console GUI, your job definition will look like this:

=101
Mame: I ‘Weekly Uploads
Descripkion: I Backup development information
Replicate: [w|Files Schedule... |
[ ]II5 & Metabase

[ ]II5 7 Configuration Properties. .. |

[].MET Global Assemblies
[]COM+ Applications

—Replication source on praduction_srw {Centet)

Source Direckory:

I Dihdevelop Browse, .. |

—Replication Target

Edge: PlatForm;

I Comp_Server j IWindows j
User: Password: Darmain:

I wUser ssssss I

Target Direckary:

IF:'l,weeldv_updates Browse. .. |
Defaults | Iemplate...l Subrnit I Cancel | Help |

Figure 16: Submit with a virtual user
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Security Rules Tab

The Security Rules tab enables you to define rules that apply to system and virtual
users.

Security rules are defined on the machine accepting the connection, as this is where
access to system and virtual users is granted or denied. Here you define the connection
between the virtual user and the real user.

To use security rules between the Center and an Edge, you should connect to the
Edge. If you want to use security rules between Console and Center, connect to the
Center.

For additional explanation on Security Rules and Virtual Users, refer to Appendix B 1
Proxy User Security Mechanism.

To access the Rules tab:
Right click the required host, select Manage, and then Rules from the left pane.

O Host [production_srv] - RTM =10

TAXE S H

Information
Hosts
Scheduler
Ernail

User Definition

1|

LCloze

Rules Mo. I Enabled I Match Action I Stop Search I Incoming User | Ihcoming Domain I Incoming User Twpe | Target User
License 1 Accept uzer * Real

551 2 Accept * Real

Disk Space 3 Accept WUSEr “Wirtual james

Tools wadministrator administrator
Internal Processes 5 Reject james comp_daomain Real

Help

Figure 17: Security Rules Tab
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To define arule:

1. ClI

ck the | &NEiRned tt duddaodna inew rul e

il

—v Enable Rule

Description: Inllow wirkual user "wuset” to connect as real user james.

— Incoming User

" Real
& wirkual

User: WLSEr e
Domain: comp _domain

[~ ssL: & 4tk 551
£ without 551

Advanced... |

— Action

On Rule Match: % accept Connection

" Reject Connection

— Transform ko

User: I james - I
Darmain: I comp_domain

¥ stop searching for additional matching rules

oK I Cancel |

Figure 18: Adding a Rule

1 Enable Rule i Specify whether this rule is enabled or not. If this option is not
selected the rule is not taken into account while evaluating a user.

o Descriptioni Fill in a description of that rule. This field has no effect on

the ruleds functionality.

Incoming User 1 specify the user name performing the connection. This
user name will be translated to a real user on the target machine. Specify
whether the incoming user is Virtual or not.

If the incoming user is a virtual user, you can define a virtual domain as
well. The domain is then used in the actual connection command.

NOTE: In UNIX, you can only define virtual users. No need to define real
users to be used in the Rules Tab. In Windows, in order to map a virtual
user to a real user, the real user must be defined in the User Definition
tab as well.

- InaConsole A Center / Host connection, the incoming user
is the one used in the Console Connection screen.
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- InaCenter A Edge connection, the incoming user is the one
used in the job definition.

A SSL i Specify if to consider SSL during the connection:

C With SSL i The connection must be with SSL

C Without SSL i The connection must be without SSL.
whet her Apositive
or

i hpprove thd user to s
fi indery accessvteetliat user

o Actionispeci fy
connect (Accept Connection) ,
(Reject Connection).

o Transform To i specify the real target user the Incoming User is
translated to.
A If applicable, specify Domain.

NOTE: If the virtual user was defined with a domain (a virtual one),
you should also specify that domain name here.

This is a basic rule. Since you defined only one user, simply click OK
to specify wshradt, twexhnhinesbasra viffual user and
transl ated tametchef mremlt lwemgdamamadi.n A

9 Stop searching for additional matching rules 1 Do not check that user using
other rules. If the incoming user matches that rule, accept or deny according to
that rule.

I Advanced i Rules may be further enhanced to tighten security and limit
accessibility to RDS/R-1/ROSS machines. These features describe the operating
system environment from which the connection request is coming from.

Advanced Rule Filters |
Requester Uzers | Requester Domaing | Requester Modes | Requester Subhets |
camp® camp_domain 12067 " *
=] =] =l =] 2| =] = =]
Requester Netmasks | Requester Applications | Target Applications I
all
[ =] 2| =] =[5

LCancel |

Heb |

Figure 19: Advanced Rule Parameters
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1 Requester Users i Wildcard and multiple values are supported.

- InaConsole A Center connection, this is the ACTUAL ACCOUNT from
which the RDS/R-1/ROSS command came from, i.e. Windows or UNIX
account, not the Console login.

- InacCenter A Edge connection, this is the user used in the Console
login to the Center.

Requester Domains i Wildcard and multiple values are supported.

- InaConsole A Center connection, this is the ACTUAL Windows
domain from which the RDS/R-1/ROSS command came from.

- InacCenter A Edge connection, this is the domain of the user used in
the Console login to the Center.

Requester Nodes i The machine name from which the request comes from.
Wildcard and multiple values are supported.

- InaConsole A Center connection, this is the network name of the
Console machine.

- InaCenter A Edge connection, this is the network name of the Center.

Requester Subnets i The subnet from which the request comes from. Wildcard
and multiple values are supported. For example - 17.0.84.*.

- InaConsole A Center connection, this is the subnet of the Console
machine.

- InaCenter A Edge connection, this is the subnet of the Center.

Requester Netmasks i The netmask from which the request comes from.
Wildcard and multiple values are supported. 255.255.255.0 - for example.

- InaConsole A Center connection, this is the netmask of the Console
machine.

- InaCenter A Edge connection, this is the netmask of the Center.

Requester Applications T The application name from which the request comes
from. Multiple values are supported, and ALL can be selected meaning the
request can come from any of the listed applications. This field can have the
following options:

Console

Command Line

API

Replication Job

Multicast Distribution

Manage

O O0OO0OO0OO0Oo

Target Applications i The target application receiving the connection request.
This field can have the following options:
o Center
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o Edge
Inthe screen-s hot above, only wusers d¢commt ttheimr name
d o ma comp_domaind, and cobnnexting flwm machines whose IP

address begins with 12.0.76 are allowed to connect. Other users will not pass
that rule and their connection request will be denied.

2. Click the Save button.

3. Defining a few rules, you can determine the order in which the rules are applied
when a user tried to connect to the machine. To update the location of a rule,
right-click the rule, and in the floating menu select the Move option. A window will
open, enabling to move the rule up and down between the existing rules.
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License Tab

This window enables managing product Licenses on the remote Host.

NOTE: Handle RepliWeb licenses with care. Follow the instructions you received from

Repliweb support.

To access the License tab:

Right click the required host, select Manage, and then License from the left

pane.
L=
Hosts
Scheduler ~ License Type: IHDS Ll
Email
User Definition H====================== BEGIMN CIUT HERE ==================== Install |
Rules [CEMEMI-CHAEDA-5KOKOS]
HRDS Evaluation License Undo |
5L lid=evaluation =
K -product=rds R
Disk Space -expiation=31122003 ﬂl
Taals -penod=15
Internal Processes -demo |mport... |
HZv 22122008
f EMD CUT HERE ===================== e |
LCloze Help
y

Figure 20: Licensing

1 License Typei Select the license type (RDS/R-1/ROSS).

 Removei Remove the license from the remote machine.

NOTE: RDS, R-1, and ROSS are licensed RepliwWeb applications. Removing any

Repl i Web
will disable it.

applicationés

|l i cense wi
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1 Install i Save the viewed license on the remote host. Use the license received
from Repliweb. Either copy the license from the email and paste it in the license
window, or import a saved license from the Repliweb Topology Manager
Organizer machine.

1 Undo i Discard changes done in the license window, reload license from the
remote Host.

1 Exporti Export the license in the window to a file on the RepliwWeb Topology
Manager Organizer.

NOTE: RepliWeb Licenses are digitally signed. Do not make any changes to the
text.
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SSL Tab

Repliweb products use OpenSSL to enable Encryption and Authentication for:

i Console a A Center communication effective for Console a A Center,
Repliweb Topology Manager Console a A Repliweb Topology Manager
Organizer and Repliweb Topology Manager Console & A RepliWeb Topology
Manager Host.

U Center a A Edge communication effective for WAN transfer replication and
R-1/ROSS distribution jobs.

SSL sessions can be configured using the Repliweb Topology Manager GUI and
Managed in the Console GUI user interfaces.

NOTE: For maximal data-security, although the key-phrase is encrypted at all times, it is
recommended to set SSL configuration using a local Console on each of the machines,
and not over the network.

To access the SSL tab:
Right click the required host, select Manage, and then SSL from the left pane.

O Host [production_sr¥] - RTM =10

Information SS5L
Hosts

Scheduler -
Ermnail Canzale [Client) I Center, RTH Organizer/Host [Server]l Center [Client) I Edge [Server]l
User Definition

Rules r~ Local Certificate
License q
ssL T Use Alernate Files | 0 i [EvProgram Fies\R epliweb\RDS config\S5Lyds_cliert_cett |
Disk Space
Toals

Internal Processes Prizvate Key Phraze: I..uuu.

Brivvate Key: IC:\Plogram FileshRepliweb R0 S confighSSLhds_client_key. . |

i~ Other Side Authentication

Authenticate using: ICertificate j Server Common MName; I

u d CA
I Use approve & Pally [CNProgram Fies\R epiwieb\FDS confighSSLbcert N
) File: IC:\F‘mgram Files\Repltweb R0 S confighSSL \Mrusted_ca_cer |
r~ Encryption

55L Session Cipher: |DES |
{llse Server Defaultsh |
3DES
RC2
RCA Save Undo

LCloze Help J
Z

Figure 211 SSL Configuration
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NOTE: Use the default certificate and key provided with the product to configure and test
SSL communication. However, for production environment, it is recommended to use
certificates provided by a Certificate Authority (CA).

Forastep-by-st ep expl anation about setting SSL securi:
SSL Guide.

91 Internal Tabs 1 Select one of the 4 end-points to configure.

o Console (Client) i Configure the Clientin a Console & A Center
communication.

o Center/ Repliweb Topology Manager Organizer / RepliWeb
Topology Manager Host (Server) i Configure the Server in a Console
a A Center communication.

o Center (Client) i Configure the Client in a Center & A Edge replication
process communication.

o Edge (Server) i Configure the Server in a Center & A Edge replication
process communication.

1 Local Certificate i Specify how the machine being configured introduces itself in
the Authentication stage.

0 Use Alternate Files 1 Specify the Certificate and Key file hames to be
used. If unchecked i default certificate, private key and private key
phrase will be used. If checked, the following will be used:

A Certificate i Specify the full path to the CA Certificate file.

A Private Key i Specify the full path to the private key file.

A Private Key Phrase i Specify the password to read the private
key file. The key phrase is kept encrypted and hidden.

NOTE: The private key phrase is kept encrypted for each
Windows Login user separately.

9 Other Side Authentication i Specify how the machine being configured verifies
the other side in the Authentication stage.
0 Authenticate Using i Select the authentication type that will take place:

A Certificate i Authenticate the other end using a certificate.

A Certificate + Name i Authenticate the other end by using a
certificate and the Common name written in certificate.

A Nonei Do not authenticate the other end. The SSL session will
use encryption but not authentication.

o Server /Client Common Name i When using authentication by name,
this name wil/ be expected in the other e

0o Use Approved CA'T If unchecked - default certificate, private key and
private key phrase will be used. If checked, the following will be used:
A CAFilei Specify the full path to a file containing trusted
certificate authorities information.
A CA Diri Specify the full path to a directory containing trusted
certificate authorities files.
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1 Encryptioni Select the encryption type to use during the SSL session. Options
are:

o DES DES (Data Encryption Standard) applies a 56-bit key to each 64-
bit block of data.

o 3DEST Triple DES

0 RC2TRC2 (Rivetbés Ci phegizeldockcipter. a vari abl e Kk

0 RC471 RC4is avariable key-size block cipher with a key size range of 40
to 128 bits. It is faster than DES and is exportable with a key size of 40
bits.

0 Use Server Defaults T The encryption type is selected by the server
automatically.

NOTE: Encryption can be set in Client side only.

Forastep-by-st ep expl anation about setting SSL securi:
SSL Guide.
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PAM Service Tab

Using PAM authentication, RTM administrators can enable users on LDAP repositories,
such as Microsoft 6 s Active Directory,
credentials without having to create a unique login account for each relevant UNIX
machine.

To access the PAM Service tab:
Right click the required host, select Manage, and then the PAM Service tab in
the left pane.

I Host [10.0.51.27] - RTM i =1 3
Infarmation PAM Service
Hosts
Scheduler ¥ Usze PAM Service [ Pluggable Authentication Modules |
Ernail
User Definition
Rul . -
es Pistd Service Mame: ITEDhWEb
License
S5t PAM Library Path:  |/b/libpam.<0.0.81.5 [
PAM Service .
Disk Space
Tools [T Continue to local authentication on Pab Failure
Internal Processes
Save Undo
LCloze Help
%

to |l og into

Figure 221 PAM Authentication

To configure PAM authentication:

1. Select the Use PAM Service checkbox.

2. Enter the appropriate PAM Service Name.

3. Enter the PAM Library Path. For example, /lib/li

Def aapliweb i06s i

bpam.s0.0.81.5

4. Select if to attempt local authentication in the event that PAM authentication fails.
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Disk Space Tab

Use t hi

S

tab to configure the

whenever a disk space problem or shortage occurs.

To access the Disk Space tab:
Right click the required host, select Manage, and then Disk Space from the left

pane.

O Host [production_sry] - RTM

Information
Hosts
Scheduler
Email

User Definition
Rules

License

=1

Disk Space
Tools

Internal Processes

Disk Space

di

s k

space

r~ Installation Drive [C:%) Space Threzhold
Minimum required disk space; |10 MB [Avalable: 33540 MB)
‘when the installation drive threshold is reached:
¥ Present jobs from unring
¥ PFeject job connections from other Centers

[ Bepart to Event Viewer

W Email to: jamesEcompany. com jane@company. com

—a&rchived Jobs Disk Space Threshold
Disk space allocation threshold: IW ME [Used Disk Space: 0 ME)
Archived jobs folder:  C:\Program Files\RepliwebtRD 5 zontrollertschedulerdrchive
‘wihen the dizk space threshold iz reached:
I Purge jobs when exceeding the disk space threshold
[ | Furae jots that are set bo “Heser Furged if there iz stll insufficient disk space

W Feport to Event Viewer

™ Email to: I

ol %]
Save Unda
LCloze Help

Figure 231 Disk Space Configuration

71 Installation Drive Space Threshold
0 Minimum required disk space i Set the minimum disk space (in MB)

o0 When the installation drive threshold is reached:

that is required on the installation drive for proper operation.

A Prevent jobs from running i (enabled for Centers only) Hold all
jobs from running until there is sufficient disk space.

A Reject job connections from other Centers i (enabled for
Edges only) Reject any future job connections from other Centers

until there is sufficient disk space.
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A Report to Event Viewer i Report this issue to the Windows
Event Viewer or the UNIX syslog.

A Email to i Enter the recipient(s) email address to be used when
the installation drive threshold is reached. More than one email
address may be entered. Multiple email addresses should be
separated by commas.

1 Archived Jobs Disk Space Threshold
NOTE: This section is enabled for Centers only.

o Disk space allocation threshold i Set the maximum disk space allowed
(in MB) for the archived jobs directory.

o Archived jobs folder i Displays the path to the archived jobs folder.

0 When the disk space threshold is reached:
A Purge jobs when exceeding the disk space threshold T Once

the disk space threshold is reached, the system will begin purging
archived jobs based on the oldest purge date until the archived

jobs directory limit is surpassed.
- Purge jobs that are set to ANever

still insufficient disk space i When purging jobs

does not clear enough disk space, the system will

begin purging jobs that were set to Never Purged until
thear chi ved | o Hmithsrehchedk s pace

0 Report to Event Viewer i Report this issue to the Windows Event
Viewer or the UNIX syslog.

o Email to 1 Enter the recipient(s) email address to be used when the
installation drive threshold is reached. More than one email address may
be entered. Multiple email addresses should be separated by commas.
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Tools Tab

The tab enables access to various management tools.

To access the Tools tab:
Right click the required host, select Manage, and then Tools from the left pane.

O Host [production_sry] - RTM P ] [
Hosts
Scheduler — Change Pazsword
Ernail Lise this onfion a ch \ d
User Definition se this option to change a user's pazsword,
Rules Change Pazzword...
License
ssL ~ .
Disk Space Fiun Command
Tools Use thiz option ta run a command on the curent host.
Internal Processes BunC d
Bun Cormmar |
r— kigration
@ LIze thiz option to migrate RDS ta B-1
Migrate RDS |
Cloze Help

Figure 24: Management Tools

1 Change Passwordi Use t he Change Password uti
passwords.

Run Command i Use this option to execute commands on remote hosts.
Migration i Use this option to migrate RDS jobs to R-1 jobs.

= =

All tools are described in detail in the following chapters.
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Change Password

Use the Change Password utility to update Jobs, Templates and configuration files
whenever a password change occurs.

Examine the following scenario:

User Obobd defines a scheduled job, and give:
to the Edge:

Edge=103.20.161.102

User=bob

Password=aba

The job starts to run using these credentials.

One hour | ater the userpies(tphissanpanypdlicypbn t he Ed:
and he needs to change his password.

He changes the password on the Edge from d6dab.

From now on, new instances of this scheduled job will fail, as the supplied
credentials are invalid, because they try to connect to the Edge using the old
password, which is no longer valid.

All recovery tries will fail and, the account of that user may be locked because
there were too much retries to login with bad credentials.

Using the Change Password utility, the user can automatically update the password for
all jobs. Without this utility, the user had to resubmit all jobs that use the old password,
and update them to use the new one.

Changing passwords may be done using this screen, or using command line by
activating this Change Password utility located in the RDS installation path ~Program
Files \ Repliweb \ RDS utilities
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nge Password Wizard - Welcome

Welcome to the Change Password Wizard

been changed.

To continue, click Next.

The Change Password YWizard enables you to globally change a user's password
on zpecified Repliv'eb hostz. The pazzword will be changed in echeduled jobs,

job terplates and any other Replweb component requiring the user's passward.
Jobz that are currently minning will enter a state of holding until the password has

=101

< Back Cancel |

Help

Figure 25: Change Password Wizard 1 Welcome Page

Back i Go to the previous wizard page.
Next i Click the Next button after filling the required fields in the current page.
Finish i Click the Finish button to perform the change password process.

=A =4 =4 =

ange Password Wizard -

Cancel i Cancel the wizard. Change password utility is not activated.

Hosts o ] |

Add host names

Add the identities [i.e. names, IP addreszes and/or aliases) of the hosts on which you want
to change the user's password. Several identities may have been specified for the same
host. For example, the user may have submitted one job uzing the host IP address and
another uzging the host name. If thiz iz the case, pou muszt add all of the host identities to the
lizt bielow,

Huost I

production_sm
ga_siv
10.888.7.92

< Back Cancel Help

Figure 26: Change Password Wizard i Hosts

In the Hosts page, specify the identities (names, IP addresses and/or aliases) of all the

hosts on which you want to change the wuseros
been specified for the same host. For example, the user may have submitted on job
using the hostés I P address and another job

values should enter the list.
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NOTE: If the machine specified is the localhost machine (the same machine on which
you run the utility), you must specify either the name of the machine, its IP address or

BN

il ocal host o.
In general, it is recommended to always specify also the name of the machine.

7% Change Password Wizard - Credentials - |EI|5|

Change password credentials

Enter the credentials required to change the uzer's paszword and then click Run,

User Iiames

. comp_domain
Domain: I R

0ld Paszword:

MNew Pazsword: I."“"

LConfirrn New Password: I'"“"

LCancel | Help |

Figure 27: Change Password Wizard i Specify Credentials

In the Credentials page, specifythecredent i al s of the user6s password
changed, and the new password to be used.

Note that the old credentials must match exactly those in the job. If you specify user
name and old password with no domain, only jobs that use that user and password
without domain will be changed.
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Figure 28: Change Password Wizard i Progress Report

In the Progress Report page, a log of the Change Password process is displayed.
Review the log to verify that all entities have been updated successfully.

The Migration progress report may be saved upon completion of the wizard. Checking
the Keep Report At and clicking Finish will save the report in the specified path.
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