
 

  
 

 
 

RDS 
Directory Synchronization 

 

User Guide 
 
 
 

Software Version 3.1.1 
 

For Windows, Linux and UNIX operating systems 
 

December 6, 2009 
 
 
 
 
 
 
 

 
RepliWeb, Inc., 6441 Lyons Road, Coconut Creek, FL 33073 

Tel: (954) 946-2274, Fax: (954) 337-6424 

E-mail: info@repliweb.com, Support: http://support.repliweb.com   
 
 
 
 
  

mailto:info@repliweb.com
http://support.repliweb.com/


 
RDS v3.1.1 User Guide  

 

 

ii 
 

 
Copyright © 2009 RepliWeb

® 
Inc., All Rights Reserved 

 
 
 
 
 
 
 
 
The information in this manual has been compiled with care, but RepliWeb, Inc. makes no warranties as 
to its accuracy or completeness. The software described herein may be changed or enhanced from time 
to time. This information does not constitute a commitment or representation by RepliWeb and is subject 
to change without notice. The software described in this document is furnished under license and may be 
used and/or copied only in accordance with the terms of this license and the End User License 
Agreement. 
 
No part of this manual may be reproduced or transmitted, in any form, by any means (electronic, 
photocopying, recording or otherwise) without the express written consent of RepliWeb, Inc. 
 
Windows, Windows XP and Windows Vista are trademarks of Microsoft Corporation in the US and/or 
other countries. UNIX is a registered trademark of Bell Laboratories licensed to X/OPEN. 
Any other product or company names referred to in this document may be the trademarks of their 
respective owners. 
 
 
Please direct correspondence or inquiries to: 
RepliWeb, Inc. 
6441 Lyons Road 
Coconut Creek, Florida 33073 
USA 
 

Telephone: (954) 946-2274 
Fax:  (954) 337-6424 
 
 

Sales & General Information: info@repliweb.com 
Documentation: docs@repliweb.com 

Technical Support: http://support.repliweb.com 
Website: http://www.repliweb.com 

 
 
 
 

  

mailto:info@repliweb.com
mailto:docs@repliweb.com
http://support.repliweb.com/
http://www.repliweb.com/


 

iii 
 

Table of Contents 
 
 

1. Introduction .................................................................................................................. 1 

The RepliWeb Family of Products .......................................................................................................... 1 

About the User Guide ............................................................................................................................. 1 

2. Overview ....................................................................................................................... 3 

General Concepts ................................................................................................................................... 3 

Functional Description ............................................................................................................................ 4 

Architecture ............................................................................................................................................. 4 

Terminology ..................................................................................................................................... 4 

Synchronization Features ....................................................................................................................... 6 

Synchronization Logic ...................................................................................................................... 6 

Scalability ......................................................................................................................................... 6 

Security ............................................................................................................................................ 6 

Multiple Transport Engines .............................................................................................................. 6 

Replication Features ............................................................................................................................... 7 

Content Integrity ............................................................................................................................... 7 

Data Transfer ................................................................................................................................... 7 

Recovery .......................................................................................................................................... 8 

Rollback ........................................................................................................................................... 8 

Replication Process .............................................................................................................................. 10 

Pre-Replication Processing ............................................................................................................ 10 

Planning ......................................................................................................................................... 10 

Transfer .......................................................................................................................................... 10 

Transfer Integrity ............................................................................................................................ 10 

Post-Replication Processing .......................................................................................................... 10 

Clean Up ........................................................................................................................................ 11 

Replication Examples ........................................................................................................................... 12 

3. Creating a Replication Job: GUI .................................................................................15 

Connecting Via the RDS Console GUI ................................................................................................. 16 

Job Definition ........................................................................................................................................ 19 

Job Properties ....................................................................................................................................... 21 

Replication General Tab ................................................................................................................ 21 

Files Tab ........................................................................................................................................ 29 

Performance Tab ........................................................................................................................... 32 

Transaction Tab ............................................................................................................................. 36 

Snapshot Properties Tab ............................................................................................................... 39 

Setting Permissions Tab ................................................................................................................ 41 

Links Tab [UNIX Source Only] ....................................................................................................... 44 

Rollback Tab .................................................................................................................................. 46 

Execution Tab ................................................................................................................................ 48 

On Exit Tab .................................................................................................................................... 51 



 
Table of Contents  

 

iv 
 

Purge Policy Tab ............................................................................................................................ 54 

Advanced Properties Tab............................................................................................................... 56 

Tagging Tab ................................................................................................................................... 58 

Preview Window ................................................................................................................................... 60 

Scheduling Jobs ................................................................................................................................... 62 

Controller Management ........................................................................................................................ 65 

Information Tab .............................................................................................................................. 66 

Hosts Tab ....................................................................................................................................... 67 

Scheduler Tab ................................................................................................................................ 69 

Email Configuration Tab................................................................................................................. 72 

User Definition Tab ........................................................................................................................ 74 

Security Rules Tab ......................................................................................................................... 77 

License Tab .................................................................................................................................... 84 

SSL Tab ......................................................................................................................................... 86 

Disk Space Tab .............................................................................................................................. 89 

Tools Tab ....................................................................................................................................... 91 

Internal Processes Tab .................................................................................................................. 98 

Rollback Job ....................................................................................................................................... 112 

Rollback General Tab .................................................................................................................. 115 

Rollback Execution Tab ............................................................................................................... 117 

Rollback On Exit Tab ................................................................................................................... 119 

Rollback Purge Tab ...................................................................................................................... 121 

Using Templates ................................................................................................................................. 123 

Using Containers ................................................................................................................................ 125 

Bulk Changes ..................................................................................................................................... 127 

Applying Changes to Multiple Jobs .............................................................................................. 127 

Bulk Change Options ................................................................................................................... 128 

4. Monitoring and Control ............................................................................................. 130 

Console Elements............................................................................................................................... 130 

Job Details .......................................................................................................................................... 132 

Menus & Toolbars............................................................................................................................... 133 

Console Panes ................................................................................................................................... 137 

Browse-By Pane .......................................................................................................................... 137 

Search Pane ................................................................................................................................ 139 

Reports Pane ............................................................................................................................... 141 

The Job Flow and Controller Status Bars ........................................................................................... 142 

View Preferences Dialog .................................................................................................................... 144 

5. Creating a Replication Job: CLI ................................................................................ 146 

Introduction ......................................................................................................................................... 146 

Cross Platform Formats and Escaping ............................................................................................... 149 

RDS Commands ................................................................................................................................. 150 

Job Definition Commands ............................................................................................................ 151 

Control Commands ...................................................................................................................... 159 

Monitoring Commands ................................................................................................................. 167 



 
Table of Contents  

 

v 
 

General Commands ..................................................................................................................... 172 

Qualifiers ............................................................................................................................................. 177 

Controller Connection Qualifiers .................................................................................................. 177 

Deployment Mode Qualifiers ........................................................................................................ 178 

Error Handling Qualifiers .............................................................................................................. 179 

Execution Qualifiers ..................................................................................................................... 179 

Exit Procedure Qualifiers ............................................................................................................. 181 

Files Qualifiers ............................................................................................................................. 184 

Input Template and Container Qualifiers ..................................................................................... 186 

Job Definition Qualifiers ............................................................................................................... 186 

Links Qualifiers ............................................................................................................................. 188 

Output Control Qualifiers.............................................................................................................. 188 

Permission Qualifiers ................................................................................................................... 189 

Purge Qualifiers ........................................................................................................................... 191 

Recovery Qualifiers ...................................................................................................................... 192 

Replication Qualifiers ................................................................................................................... 193 

Rollback Definition Qualifiers ....................................................................................................... 194 

Satellite Connection Qualifiers ..................................................................................................... 195 

Scheduling Qualifiers ................................................................................................................... 196 

Run As User Qualifiers................................................................................................................. 199 

Single Job Selection Qualifiers .................................................................................................... 199 

Snapshot Qualifiers ...................................................................................................................... 199 

Synchronization Qualifiers ........................................................................................................... 200 

TCP Communication Qualifiers .................................................................................................... 201 

Transfer Integrity Qualifiers .......................................................................................................... 203 

Transfer Qualifiers ........................................................................................................................ 205 

User List Qualifiers ....................................................................................................................... 208 

Wait Settings Qualifiers ................................................................................................................ 209 

Appendices ........................................................................................................................... 211 

Appendix A  Reports ............................................................................................................. 212 

Appendix B  Bandwidth Time Frame Expressions & Time Formats.................................. 214 

Appendix C  Pre / Post Command Environment Variables ................................................ 221 

Appendix D  Controller Administration ............................................................................... 222 

Appendix E  User Lists (UDL & Pre Sorted List) ................................................................. 224 

Appendix F  Exit Messages .................................................................................................. 228 

Index ...................................................................................................................................... 231 
 
 



 
RDS v3.1.1 User Guide   

 

1 
 

1. Introduction 

 
RepliWeb, Inc. is a full service technology company that develops innovative software for data replication 
and deployment. Its primary clients are S/M/L Enterprises, Technology Developers, Integrators and 
Global Service Providers. 
 

The RepliWeb Family of Products 

Helping your IT organization deliver strategic file workflow, content automation and information delivery 
solutions faster - and more reliably. RepliWebôs software solutions automate, guarantee, and accelerate 
the delivery of files throughout local and distributed enterprise-computing environments. Installed in some 
of the most demanding enterprise IT and data center environments, RepliWeb solutions accelerate 
information availability, deliver improved performance, and reduce costs associated with content-based 
file workflows. 
 
NOTE: RDS supports coexistence with other RepliWeb products that are installed on the same server, 
such as RepliWeb Managed File Transfer (RMFT) and RepliWeb Deployment Platform (R-1). 
 
 
RepliWeb Deployment Platform (R-1) ï Automated deployment of web content, IIS 6 Metabase, IIS 7 
Configuration, .NET framework and COM+ components to data centers and across local or distributed 
computing environments. 
 
 
RepliWeb Directory Synchronization (RDS) ï A peer-to-peer file replication and file synchronization 
solution for heterogeneous computing environment (Windows, Linux, UNIX). 
 
 
RepliWeb Operational Synchronization for SharePoint (ROSS) ï Deployment solution for 
SharePoint©-enabled organizations publishing across tiered topologies and multiple farms. 
 
 
RepliWeb Managed File Transfer (RMFT) ï A managed file transfer platform that helps organizations 
automate file workflows and accelerate the way they transfer, share, and exchange files between internal 
users, customers, and business partners.  
 
A complete list of products and supported platforms can be found at RepliWebôs web site: 
http://www.repliweb.com. 
 
 

About the User Guide 

Audience 

This guide was written with the following in mind: 
 

http://www.repliweb.com/
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o The user is familiar with the various Microsoft Windows operating systems (Windows/ Server 
2000 / XP / Vista (32/64-bit Editions) Server 2003/ Server 2008 (32/64-bit Editions)) as well as the 
UNIX operating system (should the replication job employ it) and their basic administration. 

o The user has the necessary privileges for the computer(s) on which the software is to be 
installed. These will be described more fully throughout the User Guide. 

o The user is familiar with Windows-style graphical user interfaces (GUI) and / or command line 
interfaces (CLI). 

 
User Guide Organization 

As mentioned, RDS has been designed to operate between Windows environments, UNIX environments, 
and heterogeneous (mixed) environments. With that in mind, all administrative tasks can be performed on 
both UNIX and Windows machines.  
 
The User Guide reflects this administrative flexibility and is divided into sections pertaining to RDS 
administration through a graphical user interface (RDS Console GUI), administration through the 
command line interface (RDS Console CLI) and sections that are independent of the Console interface. 
 
The Console component is explained in detail in the following section of the User Guide. 
Administration through the Console can include the submission of replication jobs, the viewing of job 
progress, and aborting jobs 
 
NOTE: RDS does NOT create any default user or password. All user names and passwords used in this 
guide are samples only.  
 
Valid credentials should be used for Controller and Satellite connections. 
 
 
NOTE: This document covers all RDS features. Some RDS features are optional and are available based 
on purchased licensing. 
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2. Overview 

 
This chapter will review RepliWebôs Directory Synchronization ï RDS, its architecture and features. 
 

General Concepts 

Mission 

RDS is a robust, yet simple-to-install, manage and maintain platform for cross platform (Windows, UNIX 
and Linux) directory synchronization and file replication. Hundreds of organizations rely on the RDS 
platform for remote office backups, server migrations and synchronizing remote CAD and PDM teams. 
 
RepliWeb Directory Synchronizationôs strengths include reliable file replication and file synchronization 
over even the flakiest of network environments and the ability to manage hyper-scaling volumes of files 
and deep subdirectories. 
 
RDS offers fully authenticated and secure data transmission over the WAN. It includes centralized 
management and control via an Administrator GUI and offers detailed reporting of all open and complete 
backups.   
 
 
RDS Features 

o Heterogeneous Synchronization ï Synchronize Windows, Unix and Linux servers and 

appliances  ˳
 

o Delta Only Transfers ï RDS will efficiently determine and replicate only those files in the source 
directory that need to be replicated.  
 

o Source and Target Browsing ï users can browse source and destination directories to 
determine what files are to be replicated. 
 

o Network Optimized Transports ï Configure LAN, WAN or Large File Accelerator transport 
options for each unique file replication or file synchronization job. 
 

o Flexible Scheduling & Configuration ï Real time replication, deploy now and publish later, 
RDSôs flexible scheduling and configuration provides complete control over the deployment 
process. 
 

o Security ï RDS is a completely secured replication solution, providing encryption and SSL based 
communication between remote servers. 
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Functional Description 

Replication is performed using three components:  
o Console - Used to define and monitor replication tasks between Controllers and Satellites.  

 
o Controller - The initiator of the replication process.  

 
o Satellite - Systems that respond to Controller replication requests. 

 
RDS is based on the following: 
ü A three-tier architecture, using the Console, Controllers and Satellites components. 
ü A replication logic infrastructure powered by RepliWebôs unique Comparative Snapshot 

Technology (CST) engine. The synchronization time no longer depends on the total volume of 
data to be replicated, but is solely a function of the volume of changes.  

ü Accelerated replication using parallel data streams, maximizing network throughput and 
overcoming latency. 

ü A tightly integrated transfer technology layer, providing integrity, recovery, reliability, bandwidth 
control, and differential transfer. 

 

Architecture 

RDSôs flexible architecture allows the user to run replication jobs regardless of network configuration. The 
target system can also be a Network Attached Storage (NAS) server. Cross-platform synchronization 
(Windows to UNIX or vice versa) is supported. 
 

¶ An RDS job replicates between two computers: a Controller computer containing at least the 
RDS Controller component and a Satellite computer containing at least the RDS Satellite 
component. 

 
Each component is independent of the others, meaning that a given system can be a Controller, Satellite, 
and Console. The components that should be installed on a given system depend on the role that the 
system will fill in the replication topology. 
 
Also, any given system can be of a different platform (Windows or UNIX), regardless of the role it plays or 
the RDS components that are installed on it. 
 

Terminology 

The Controller is the initiator of any replication job. Thus, any reference to the direction of data transfer 
is, by convention, relative to the Controller. 
 
An Upload job is a job in which data is being uploaded from the Controller to the Satellite. 
A Download job is a job in which data is being downloaded from the Satellite to the Controller. 
 
The Replication process, always takes place between two systems only ï a Controller and a Satellite 
(one-to-one operation), involving either the uploading or downloading of data. 
 
Controller 

The Controller is the initiator of any RDS replication job and must therefore be installed on any system 
that will initiate a replication. Once a job is submitted to the Controller through the RDS Console (through 
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the Console GUI or the Console CLI), the background services on the Controller take over. Whether the 
job is set to run immediately or on a predefined schedule, the Controller will ensure that the jobs are 
initiated without any further user interaction.  
 
The Controller operates transparently as background processes regardless of the operating system it is 
installed on. This ensures that a replication job can be successfully completed whether a user is actively 
logged on to the system or not. 
 
NOTE: On UNIX systems the Controller runs as background processes, while on Windows systems, it 
runs as services. 
 
Satellite 

The Satellite component must be installed on any system that responds to replication requests initiated by 
a Controller. It is a passive element that runs as a background process, awakened by a replication 
request originating from a Controller. It then allows RDS to perform the replication, again, regardless of 
whether a user is actively logged on or not. 
 
NOTE: On UNIX systems the Satellite runs as background processes, while on Windows systems, it runs 
as services. 
 
Console 

The Console is the only means for an end-user to interact with RDS. Whether using the RDS Console 
command-line interface (CLI) or RDS Console graphical user interface (GUI), the Console is a ñwindowò 
to the Controller. 
 
The Console connects the user to any system with the Controller component installed and allows the user 
to perform all forms of administrative tasks with respect to replication jobs defined on the Controller.  
 
The Console does not need to be installed on the system with the Controller component installed. It can 
be installed on any system that can form a TCP/IP session with the Controller (i.e. via LAN, WAN, VPN or 
a dial-up connection). This means that there can be multiple Consoles simultaneously administering RDS 
jobs on a given Controller. 
 

¶ If the Console is installed on a Windows system, both the RDS Console CLI and the RDS 
Console GUI can be used to administer jobs.  

¶ If the Console is installed on a UNIX system, only the RDS Console CLI can be used. 
 

Jobs can be administered using a combination of the two operating systems. This is illustrated by the 
following scenario: 
 
The RDS Controller component is installed on a UNIX system at the office. A Console has been installed 
both at the office, and on the Network Administratorôs home Windows PC. This allows the administrator to 
monitor jobs from both home and the office. At the office, the Console is on the UNIX machine (the same 
machine as the Controller), meaning that only the CLI can be used. However, once at home, the 
administrator can do all RDS job administrating through either the CLI or the GUI. 
 
A Console always displays information relayed from the Controller it is connected to and the Satellite(s) 
involved in the Replication process. 
 

NOTE: RDS job administration is completely independent of the systems involved in the replication. For 

example, although a job may be initiated to mirror a directory between UNIX System (A) and UNIX 
System (B), all administrative actions pertaining to the job can be fulfilled through either a UNIX system, 
or a Windows system. The only requirement is that the RDS Console component be installed on the 
system in question. 
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Synchronization Features 

The basic RDS logical layer is the Synchronization layer, in which RDS determines the minimum 
amount of data that needs to be transferred. The synchronization time no longer depends on the total 
volume of data to be replicated, but is solely a function of the volume of changes. RDS can transfer 
unlimited amount of files. 

Synchronization Logic 

RDSô default replication logic is to Mirror a target directory with a source directory. Some situations, 
however, are better suited for other replication logic. These include Purge logic and Backup logic. The 
nuances of each are explained in detail, later in the guide. 

Scalability 

RDS scales to handle infinitely large content repositories without sacrificing performance. RDS uses 
RepliWebôs Comparative Snapshot Technology (CST

Ê
) to shift the burden of synchronization from the 

network to the servers. CST
Ê

 guarantees that only the absolute minimum volume of data necessary to 
perform the synchronization will be transferred, without burdening the networks with nonessential protocol 
traffic. 

Security 

RDS is a completely secured replication and synchronization solution. RDSô security mechanisms allow 
using the Internet and Internet-based VPNs and WANs as an efficient distribution channel, without the 
concerns of data loss, pilferage or malicious impersonation. RDS uses SSL end-to-end, making 
integration with other systems seamless. 
 
RDS allows authenticated and encrypted data transfer of valuable digital assets between hosts. All 
access is denied by default, unless specifically permitted and is granular to the file level. Trusted IP 
addresses, subnets, users and schedules are supported, as well as the total anonymity of 
user/password/directory information from one host to another, thus allowing for secure transport between 
untrusted networks. This authentication proxy mechanism adds a layer of autonomy to B2B content 
replication, enabling hosts that do not trust each other to synchronize massive content stores without 
having to divulge anything beyond the machine name or IP address, virtual user and virtual password. 

Multiple Transport Engines 

To achieve the required level of mission-critical reliability and security, RDS employs a robust transport 
layer allowing the use of the best transfer method for each network topology and characteristics. 
 

¶ LAN Transport ï Employs the most out of a LAN connection, geared for speed and maximal 
throughput. 

¶ WAN Transport - Maximizes the WAN connection, providing multiple TCP/IP sessions, 

compression, bandwidth control, integrity checks, and moreé 

¶ LFA Transport - Expedite the delivery of large-file assets in addition to providing multiple 
TCP/IP sessions, compression, bandwidth control, integrity checks, and moreé 

 
The data transport process provides configurable options including compression, differential transfer, file 
integrity, overwrite after completion, security and recovery. 
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Replication Features 

 

Content Integrity  

RDSôs Transfer Integrity overcomes content inconsistency over lengthy replication processes. It enables 
performing publishing on all servers at a future set date and time after content has been completely 
deployed. 
 
The deployment process provides complete business integrity, applying data integrity on the file level, 
enabling a scheduled deployment and rollback capabilities. In the event of failure in the publishing 
process, the target can be rolled-back to its original content. 
 

Data Transfer 

 
Multiple Data Streams 

RDS can perform the data transfer using multiple data streams. In the vast majority of replication 
environments, the use of concurrent streams will significantly reduce the replication time. This is 
especially true for replications performed over an Internet-based Virtual Private Network (VPN) where the 
limiting data transfer rate is much lower than the theoretical maximum. 
 
When replicating over VPN or a high-speed LAN, transfer performance can be boosted when performing 
simultaneous parallel transfers of partial file lists. In a high-speed LAN environment, using data streams 
will result in maximizing the network throughput. When used on VPN environments (over the Internet), 
performance is maximized to nearly the network limit defined by your VPN connection.  
 
Bandwidth Limit 

Network activity that includes massive data-transfer operations can result in poor response time for 
interactive network users and network applications. To avoid this bottleneck in network performance, 
utilize the Bandwidth Limit feature. 
 
Bandwidth Limit enables specification of the maximum line bandwidth that a particular operation can use. 
Each job can have its individual bandwidth priority that is set by the network administrator.  
 
For more information on Bandwidth Support jobs, refer to Appendix B. 
 
Differential Transfer 

RDS allows the transferring of only the differences between two files residing on the source and target. 
Both files are compared and only those blocks of data that are different are subsequently transferred. 
Thus, network load, transfer time, and network data exposure are reduced to the minimum required to 
synchronize the two files. 
 
When this feature is enabled, the user must specify a minimum file size.  
 
There is no advantage at all in using the Differential Transfer option with files smaller than 64K. 
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Large Files Replication 

RepliWebôs Large File Accelerator (LFA) transport engine expedites the delivery of large-file assets in 
addition to providing multiple TCP/IP sessions, compression, bandwidth control, integrity checks, and 
moreé 
 
The LFA transport engine is geared for speed and maximal throughput. Supporting concurrent sessions 
(by breaking files into multiple sessions) and parallel transfer of partial file lists (by joining smaller files into 
parallel groups & sessions) it employs the most out of the network capabilities.  
 
Flexibility 

RDS is ideal for heterogeneous network environments running UNIX, Windows or a combination of both 
operating systems. Businesses utilizing distributed development, application, production and web servers 
gain maximum flexibility with the RDS modular architecture.  
 
RDS enables concurrent ñpush and pullò operations that can be logically grouped to automate business 
processes. RDS uses simultaneous data streams to maximize network throughput, overcoming the 
inherent latencies in TCP networks. 
 

Scheduling 

RDS facilitates a totally unattended, background replication process. Automation is rooted in a master 
fire-and-forget scheduler that supports priority, time, event and logic as policy definitions. 
 

Recovery 

RDS operates on a ñfire and forgetò mind set. Once a job has been properly submitted, RDS will do 
everything it can to ensure its successful completion. RDSô recovery procedures are user configurable 
and will recover from any type of network failure or system crash. Whether it is a network ñtime-outò, 
system crash, reboot, or simply a loosened network cable, as soon as the systems are back up and 
running, RDS will recover all of the interrupted replications. 
 
RepliWeb Watchdog, for example, provides around-the-clock monitoring of the Active, Archive, Submit 
and Sched_API servers and instantaneously resumes any failed ones. 
 
Every replication job on a Controller runs completely independently of the others, and every stage of a job 
is independent. If the job failed during a file transfer, the transfer will resume from the exact point of failure 
within that file, only resending the last block transferred. If, during the down time, the source file was 
modified at all, RDS will resume the transfer from the last point of match within the two files. (This is a 
situation that occurs all too frequently with Operating Systems that employ write-caches). 
 
RDS makes it possible to control every aspect of the recovery process, ranging from the number of retries 
to the time between recovery attempts. 
 

Rollback 

Rollback functionality provides a means of effectively undoing the effects of multiple replications on a 
target system to a user-specified ópoint-in-timeô. The benefit of such a system over a simple óarchivingô of 
specific files is its ability to specify a time relative to the targets (e.g. 8 hours ago) and systematically undo 
the effects of all scheduled or event-driven changes that were replicated. The use of relative time as 
opposed to absolute time (i.e. DD/MM/YY HH:MM) eliminates the need to account for target systems 
across different time zones, thereby reducing the complexity of a rollback for the system administrator. 
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Rollback functionality is employed through the órecordingô of all replication related changes on a target 
system, followed by potentially órolling backô the content at a later time. The recording phase occurs prior 
to any propagation of changes to a target system and includes the recording of creation, deletion and 
modification to files and directories (including ownership and permission changes). Recording can be 
defined to take place locally on each target system, or on a network-wide file server defined through a 
UNC share-point (e.g. \\nasstorage\RDS_recording) ï effectively providing unattended and efficient tape-
less backup and restoration. System administrators also custom define the recording history to a time 
relative to the present, for example, specifying that a replication job should be able to roll back to a state 
24 hours in the past. RDS will then only keep the changes that occurred in the last 24 hours, and 
automatically purge recorded changes that have expired. 
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Replication Process 

A replication process consists of the following steps: 
 

Pre-Replication Processing 

This stage performs the pre-replication processing stages designated by the user on the Controller and/or 
on the Satellite. RDS can execute scripts and programs both locally and remotely to give the network 
administrator the opportunity to prepare the source and target systems prior to the replication.  
 

Planning 

The planning stage is where RDS differentiates itself from other replication technologies. Implementing 
CST, snapshots of the source and target directories are taken, listing file sizes, modification times and 
dates, security permissions, and shares (where applicable). The remote snapshot is then transferred to 
the Controller where it is analyzed locally looking for differences between the source directory tree and 
target directory tree. The analysis results in a Comparative Snapshot that lists the absolute minimum that 
must be transferred to perform the requested replication. The Comparative Snapshot Table is a table of 
files, listing exactly which files need to be transferred in whole, which files need only security permissions 
updated, and so forth.  
 
Compare this method to the alternative: Look at the first file in the directory, send a request to see if the 
file exists on the target. If it does, reply to the request asking whether the file should be overwritten, or 
ignored, if it doesnôt, then start to transfer the file. Repeat this for every file in the directory tree. Not only 
is this method highly inefficient, it also drastically increases network packet traffic. CST leads to faster 
synchronization times, lower bandwidth usage fees, and reduced network stress. 
 

Transfer 

The transfer stage uses the Comparative Snapshot generated in the planning stage to synchronize the 
systems. Depending on the content and topology, RDS can use one of two internal transfer methods to 
transfer the data.  One optimized for WAN environments, another for LAN environments. This can lead to 
greatly reduced transfer times over conventional file transfer protocols.  
 

Transfer Integrity 

The replication process provides complete business integrity, applying data integrity on the file level, 
enabling a scheduled deployment and rollback capabilities. In the event of failure in the publishing 
process, the target can be rolled-back to its original content. 
 

Post-Replication Processing 

Like in the pre-replication process, in this stage RDS performs operations designated by the user on the 
Controller and/or on the Satellite(s), following the replication process. RDS can execute scripts and 
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programs both locally and remotely to give the network administrator the opportunity to complete the 
process by performing various tasks on the systems that took part in the replication process.  
 

Clean Up 

Any remaining job-specific temporary files generated by RDS during job execution are removed from the 
local and remote systems. After Clean Up completes, RDS executes any On Exit commands requested. 
These can include notification via e-mail as to the status of the completed job or any other customized 
procedure on the Controller or Satellite. 
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Replication Examples 

To demonstrate RDSô flexibility, a few common scenarios are described below. Since RDS is cross-
platform in nature, only the components are mentioned. Each system in the topologies mentioned, 
whether acting as a Controller, Console or Satellite can be a Windows or UNIX system. This is 
independent of the other systems involved in the replication.  
 
 
1. Basic Replication Job 

 

 
 
The figure above illustrates a basic RDS replicating architecture. 
 
The Console and the Controller are installed on the same machine. Since the system initiates the 
replication, it must have the Controller component installed on it. Also, since the jobs are all submitted 
and monitored from this system, it must have the Console component installed on it. 
 
The Satellite component is installed on a different machine in a different site. 
 
Content is being uploaded from the Controller to the Satellite and downloaded from the Satellite to the 
Controller. 
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2. Basic Replication Job with Multiple Consoles 

 

 
 
 

This example demonstrates a replication topology with a few servers (Satellites) transferring data in 
multiple directions.  
 
The Console and Controller are installed in the companyôs central office. Data is being replicated on a 
daily basis from the companyôs site (Controller) to servers (Edges) around the world. In addition, data is 
being downloaded from remote offices to the companyôs site (Controller). 
 
In this scheme, there is more than one Console. The jobs are defined in one place and monitored in a 
different place, employing the strength and flexibility of the RDS architecture. 
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3. Multiple Controllers / Multiple Satellites 

 

 
 

The above diagram displays a cascading replication topology. A web-site development company updates 
its web site on a daily basis.  
 
The development team works on a separate site, updating a pre-production machine. The Controller 
initializes a replication job, to mirror this machine to a Staging Server. The Staging Server (a Controller) 
then it initializes a replication job, uploading the data to web servers (Satellites) around the world. In 
addition, there are replications performed from a different Satellite, downloading data to the Staging 
Server.  
 
The administration of the entire operation is monitored from a central system that is not involved in the 
replication itself.  
 
The Development Site has the Controller component installed, as it will only be initiating the data 
replication to the Staging Server. The Staging Server has both the Controller and Satellite components 
installed, as it will need to first respond to the replication requests from the Development Site, and further 
initiate its own replication requests to distribute the data to the Web Servers. The latter are only Satellites, 
as they are not initiating any replications of their own.  
 
The single Console can connect and monitor jobs on all the different Controllers. When initiating the 
Console, one must only specify the Name or IP address of the Controller to view the jobs it initiates. 
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3. Creating a Replication Job: GUI 

 
In order to initiate a job, its parameters must be defined. The parameters control every aspect of the job 
including the data to be replicated, bandwidth consumption, scheduling, and Controller / Satellite pre and 
post-replication command processing. All job definition and configuration may be performed using RDSô 
GUI called the Console GUI. The Console GUI will only be available if RDSô Console component was 
installed on a Windows system. Each parameter is discussed in detail in this chapter. 
 
Some replication options are platform dependent. Since an RDS Console GUI can connect to both a 
UNIX and Windows Controller, platform specific properties will be clearly outlined.  
 
NOTE: Users who are not familiar with RDSôs features and components are advised to experiment with 
previously backed up files and directory structures only. 
 

 

Figure 1: The RDS Console 

 
NOTE: This document covers all RDS features. Some RDS features are optional and are available based 
on purchased licensing. 
 

  



 
RDS v3.1.1 User Guide  Creating a Replication Job: GUI 

 

16 
 

Connecting Via the RDS Console GUI 

NOTE: The reason one connects to a Controller in the first place is to have the ability to submit, modify, or 
monitor jobs. For security purposes, authentication for the respective Controller must take place. This 
means first supplying either the IP address or DNS name of the Controller in question, and a real (domain 
or local) account and password for that computer.  

 

 

Figure 2: Controller Log On 

 
The first step in creating a replication job is opening the RDS Console and connecting to a machine with 
the RDS Controller component installed on it. This will allow the user to view, submit, and administer any 
jobs associated with the Controller in question. 
  
A dialog box appears with the following fields: 
 

o Controller ï Enter the host name or IP address of the RDS Controller being accessed by the 
Console. RDS saves, according to user settings, the connection credentials of each of the 
Controllers the Console is connecting to, so the Controller can be selected from the list if the user 
already connected to it. 
 

o User ï Enter the user name that all jobs on the Controller will use to perform the replication. 
 

o Password ï Enter the password for the account specified in the user field. 
 

o Domain ï if user is part of a domain, enter the domain here, if it is not, leave this field blank. 
 

When all the necessary fields listed above are filled in, click Connect. 
 

o Connect ï Connects to the Controller specified. Connection credentials are saved according to 
the settings specified by the user. The user can elect to always add the Controllerôs connection 
credentials to the list upon successful connection to the Controller. 
 

Any operation that takes place on a system (Windows or UNIX) must have a user context it is operating 
under. When a user is logged in to the system, the user context is that user. However, when a 
background process (such as an RDS job) performs operations, it must take on a user context. The 
account supplied to the Controller will be the account under which RDS will perform all tasks on the 
Controller machine. If it were to write files to a certain directory on the Controller, it would need standard 
NT security privileges to write to the given directory.  
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This also means that any pre / post commands on the Controller will be run under the above userôs 
security context. 
 
NOTE: When connecting to a Controller as a specific user, one will only see jobs that were submitted by 
that user. user bob will only see jobs that were submitted when connected to the given Controller as user 
bob.  
 
The user name entered in the user field is case-sensitive when connecting to a UNIX Controllers, so user 
Bob will not see any jobs submitted by user bob and vice versa. Password field is case sensitive for both 
Windows and UNIX Controllers. 
 
This window allows saving the list of Controllers the user connects to from the Console. The list is saved 
locally and is user specific. Connection credentials can include the password with/without confirmation if 
the user selects to do that; the password is saved in an encrypted format. 
Additional options are available on that screen: 

 

 

Figure 3: Connection Screen Options 

 
o Options ï Clicking the Options button, enhances the screen to allow more connection options 

and saving connections setting options. 
 

o Save ï Save connection credentials according to the settings specified by the user 
regardless of the validity of the values entered. 

 
o Remove ï Remove a Controllerôs connection credentials from the list. 

 
o Set Default ï Use the current connection credentials as the default for RDS to use the 

next time the console is opened. 
 
If the current connection attempt fails, the values will not be recorded. 
 

o Settings ï Specify whether the connection credentials will be saved with/without the 
password, and whether saving confirmation is required. This window also allows 
specifying that the connection credentials will be automatically saved upon successful 
connection to the Controller. 
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o Offline ï Disconnect from the current Controller (if already connected). Do not connect to 

any Controller. Allows the creation of local job templates. 
 

NOTE: When saving passwords, the password is always encrypted! 
 
 

o Use SSL ï Specify whether to connect to that Controller using SSL protocol security. 
 
For detailed explanation about RDS security, see the RDS SSL Guide. 
 

o Use Alternate Port ï Check this option to change the port being used for Console ï 
Controller communication, and specify the new port number to use. Ports being used for 
the Jobs themselves may be changed in the Job Properties / Advanced screen. 

 
 

http://www.repliweb.com/downloads/pdf/rds_ssl.pdf











































































































































































































































































































































































































































