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1. Introduction

1.1. Preface

The Repliweb R-1 Deployment Platform - Application Programming Interface (R-1 API)
allows applications written by the user to access R-1 $robust functionality. User
applications can submit, monitor, and control replication jobs throughout their lifecycle.

The R-1 Deployment Platform is supplied with the appropriate include files for the C
programming language. The files include type definitions and prototypes of the API
routines introduced in this document and their respective return codes.

This document introduces the application interface routines and gives an example of
programs using the R-1 API and explains how to link your application to R-1.

1.2. Prerequisites

This document assumes that the user has prior experience with R-1 Deployment
Platform, especially with regards to job submission and monitoring through the R-1
Console CLI (command-line interface). Further information regarding R-1 and the
Console CLIcan be foundintheR-1 User 6s Gui de

All references in this guide are in the C programming language.

1.3. Note about API qualifier syntax

Unlike when using qualifiers in the Command Line Interface from a UNIX shell
environment, wildcards should not be enclosed within quotes.

1.4. Application Interface Status Codes

Each API routine returns a status code that indicates the success or failure of the call.
The returned status code (32 bit integer) is one of the following values:

07 Success

17 Failure

21 Operation timed out

31 Syntax error due to invalid qualifiers
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1.5. Conventions Used in this Book

Text format in this book:

1 API routine names in their definitions are shown as:
rl_api_routine

1 API routine names in use and format listings are shown as:
rl_api_routine

1 API routine arguments are shown in as:

(argumentl, argument2)

1.6. General Concepts

1.6.1. Functional Description

R-16s | ogical strufllowimge i s based on the

1. The basic logical layer is the Synchronization layer, in which R-1 determines the
minimum amount of data that needs to be transferred. By employing a
synchronization-l ogi ¢ power ed by CRmpprative\Baapsha uni que
Technol ogy EengireSHe Bynchronization time no longer depends on the
total volume of data to be replicated, but is solely a function of the volume of
changes.

2. The second layer is the Replication layer. Here R-1 performs accelerated, one-to-
one, data replication by using parallel data streams and maximizing network
throughput. It uses a tightly integrated transfer technology layer, providing integrity,
recovery, reliability, bandwidth control, and differential transfer.

3. The top layer is the Distribution layer. One-to-many data distribution is performed,
employing distribution policies based on the available network infrastructure. Here
R-1 uses distribution-l ogi ¢ i nfrastructure powered by Re
Comparative SnapshotMa t r i x E (e@y®eME-1 minimizes the distribution time
by resolving the minimum amount of data that need to be transferred to each of the
distribution targets.

Distribution is performed using three components:

1 Console - Used to define and monitor distribution tasks between Centers
and Edges.
Center - The initiator of the distribution process.
Edge - Systems that respond to Center distribution and replication
requests.

1
T
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1.6.2. Architecture

R16s fl exible architecture allows the user to
regardless of network configuration while supporting cross-platform synchronization
(Windows to UNIX or vice versa).

1 An R-1 job replicates between two computers: a Center computer containing at
least the R-1 Center component and an Edge computer containing at least the R-1
Edge component.

1 Numerous systems may be involved in a single distribution job. In such a setup,
one Center computer distributes data to multiple Edge computers.

Each component is independent of the others, meaning that a given system can be a
Center, Edge, or Console. The components that should be installed on a given system
depend on the role that the system will fill in the replication and distribution topology.
Also, any given system can be of a different platform (Windows or UNIX), regardless of
the role it plays or the R-1 components that are installed on it.

1.6.3. Terminology

The Center is the initiator of any distribution or replication job. Thus, any reference to
the direction of data transfer is, by convention, relative to the Center.

An Upload job is a job in which data is being uploaded from the Center to the Edge(s).
A Download job is a job in which data is being downloaded from the Edge to the Center.

Distribution is always an Upload job. In the distribution process, the data transfer is from
the Center to one or many Edges (a one-to-many operation).

The Replication process, always takes place between two systems only i a Center and
an Edge (one-to-one operation), involving either the uploading or downloading of data.

1.6.3.1. Center

The Center is the initiator of any R-1 distribution job and must therefore be installed on
any system that will initiate a distribution. Once a job is submitted to the Center through
the R-1 Console (whether it be through the Console GUI or Console CLI), the
background services on the Center take over. Whether the job is set to run immediately
or on a predefined schedule, the Center will ensure that the jobs are initiated without
any further user interaction.
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The Center operates transparently as background processes regardless of the
operating system it is installed on. This ensures that a distribution job can be
successfully completed whether a user is actively logged on to the system or not.

NOTE: On UNIX systems the Center runs as background processes, while on
Windows systems, it runs as services.

1.6.3.2. Edge

The Edge component must be installed on any system that responds to distribution and
replication requests initiated by a Center. It is a passive element that runs as a
background process, and is awakened by a distribution request originating from a
Center. It then allows R-1 to perform the distribution, again, regardless of whether a
user is actively logged on or not.

In a distribution process, more than one Edge may take part as the receiver of the
distributed data. In a replication process, only one Edge will be involved, either as the
receiver or the sender of the data.

NOTE: On UNIX systems the Edge runs as background processes, while on Windows
systems, it runs as services.

1.6.3.3. Console

The Console is the only means for an end-user to interact with R-1. Whether using the
R-1 Console command-line interface (CLI) or R-1 Console graphical user interface
(GUI'), the Console is a Awindowo to the

The Console connects the user to any system with the Center component installed and
allows the user to perform all forms of administrative tasks with respect to replication
jobs defined on the Center.

The Console does not need to be installed on the system with the Center component
installed. It can be installed on any system that can form a TCP/IP session with the
Center (i.e. via LAN, WAN, VPN or a dial-up connection). This means that there can be
multiple Consoles simultaneously administering R-1 jobs on a given Center.

1 If the Console is installed on a Windows system, both the R-1 Console CLI and
the R-1 Console GUI can be used to administer jobs.

1 If the Console is installed on a UNIX system, only the R-1 Console CLI can be
used.

Cent e
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A Console always displays information relayed from the Center it is connected to and
the Edge(s) involved in the distribution process.

NOTE: R-1 job administration is completely independent of the systems involved in the
distribution. For example, although a job may be initiated to mirror a directory between
UNIX System (A) and UNIX System (B), all administrative actions pertaining to the job
can be fulfilled through either a UNIX system, or a Windows system. The only
requirement is that the R-1 Console component be installed on the system in question.

1.6.3.4. Web Ul

The Repliweb R-1 Web Ul is a web based user interface to define, monitor, and
administer Repliweb R-1 distribution jobs.

The user interface runs as CGl scripts that are compatible with any web servers that
support CGI execution.

NEW: R-1 Web Console can connect to multiple R-1 Centers using a tabbed user
interface.

Gui d



2. Callable API

2.1. Calling Application Interface Routines

NOTE: R-1version 3.4.a introduces a new API.

Using R-1 version 3.4.a and above some of the structures have changed, and as a result
some of the API calls have changed as well.

R-1 3.4.a API provides means of accessing every job property directly in addition to
accessing the complete structures.

To maintain compatibility, the previous structures and API routines are still supported.

Use:
rl_get _one_job_info()

Instead of:
rl_get_distribution_basic_info()
rl_get_distribution_detailed_info()
rl_get_edge_basic_info()
rl_get _edge detailed_info()
rl_get_replication_job_basic_info_i()
rl_get_replication_job_detailed_info_i()

Use:
rl_get_next_job_info()

Instead of:
rl_get_distribution_basic_info_i()
rl_get distribution_detailed_info_i()
rl_get_edge_ basic_info_i()
rl _get edge detailed_info _i()
rl_get_replication_basic_info_i()
rl _get replication_detailed_info_i()

Please use the appropriate structures with the corresponding API calls.
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2.1.1. rl init

Initiates the R-1 API library. This routine should be called once before any R-1 API calls.

Format:
rl_init 0

Arguments:
NA

Description:
Initiates the R-1 API library.
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2.1.2. rl_set port

Specify the port being used for Console 1 Center communication.

Format:
rl_set port (port )
Arguments:
port
Usage i Specify whether the alternate port to use.
Type 1 Integer
Access 1 Write Only
Mechanism i By reference
Description:

Change the port being used for Console T Center communication - specify
the new port number to use.

Ports being used for the Jobs themselves (LAN, WAN, LFA) are set as
part of the job definition.
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2.1.3. rl_connect

Creates a session between the calling program and a Center.

Format:
rl_connect(  center, user, passwor d, scrambled_password, domain,
use_ssl, session )

Arguments:
Center

Usage i The name or IP of the Center being accessed.
Type T NULL terminated string

Access 1 Read Only

Mechanism i By reference

user

Usage i The username that connects to the Center.
Type T NULL terminated string

Access i Read Only

Mechanism 1 By reference

password

Usage i The password for the account specified by the user argument.
Type T NULL terminated string

Access T Read Only

Mechanism 1 By reference

scrambled_password

Usage i A valid scrambled password for the account specified by the user
argument. Use this argument to force encryption of the value of the
password argument for greater security.

Type T NULL terminated string

Access T Read Only

Mechanism 1 By reference

domain

Usage i A valid domain name for the account specified by the user
argument. If user is not a part of domain, this argument should not be
used or receive a NULL value.

Type T NULL terminated string

Access i Read Only

Mechanism 1 By reference

use_ss |

Usagel Specify whether the connection is through SSL
Typei Integer

Accessi Read Only

Gui d
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Mechanism By reference

session

Usage i Address of an R-1 session variable.
Type 1 R1_SESSION address

Access 1 Write Only

Mechanism 1 By reference

Description:
Initiates a session with a Center for further operations.

If using password the scrambled_password ~ should be NULL and vise versa.

If connecting to a Center without a domain use NULL for domain field.
When finished using the connection call the r1_disconnect function.

10
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2.1.4. rl set deployment _mode

Sets R-1 to use Deployment Mode and allows entering Deployment User credentials.

Format:
rl_set deployment_mode (use_deployment_mode,
deployment_user, deployment_domain )

Arguments:
use_deployment_mode

Usage i TRUE is connecting using Deployment Mode.
Type 1T BOOL

Access 1 Read Only

Mechanism i By reference

deployment_user

Usage i The Deployment username that connects to the Center.
Type T NULL terminated string

Access i Read Only

Mechanism 1 By reference

deployment_domain

Usage i A valid domain name for the Deployment user argument. If user
is not a part of domain, this argument should not be used or receive a
NULL value.

Type T NULL terminated string

Access T Read Only

Mechanism 1 By reference

Description:
Sets the use of Deployment User while connecting to the Center.

Deployment Mode acts as a filter, allowing the Deployment User to

monitor and control jobs ran on his behalf. Common use of this feature will
general |l y icnocdliundgeo fiohfartdhe Cent er Connect
allowing the user to enter Deployment Credentials only.

11
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2.1.5. rl _disconnect

Deletes a previously created session between the calling program and a Center.

Format:
r1_disconnect( session )
Arguments:
session
Usage i A valid R-1 session.
Type T R1_SESSION
Access i Read Only
Mechanism 1 By value
Description:

The command terminates the session, which was created previously by the
r1_connect command.
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2.1.6. rl scramble password

Use this function to generate hashed passwords. The hashed passwords can then be
safely used in the r1_connect function instead of the clear text password.

Format:
rl_scramble_password ( password, scrambled_password_buffer,
scrambled_password_size )

Arguments:
password

Usage i The password for the account specified by the user argument.
Type T NULL terminated string

Access 1 Read Only

Mechanism i By reference

scrambled_password_ buffer

Usage i A buffer to return the scrambled password - allocated by the user
of this function.

Type T NULL terminated string

Access 1 Write Only

Mechanism i By reference

scrambled_password_size

Usage i A pointer to an int that specifies the size, in bytes, of the buffer
pointed to by the scrambled_password parameter. If scrambled_password
is NULL, this parameter must be zero.

Type i1 Integer

Access i Read / Write

Mechanism 1 By reference

Description:
Scramble the password to be used safely in the r1_connect function.

scrambled_password_buffer should be allocated before using that
function.

NOTE: If the length needed by the function is greater than

scrambled_password_size the function will fail and the required length will
be passed by scrambled_password_size

Usage Example:

13

Gui d



R-1 APl Devel opM®diods Guide v Callable API

int length = 0;

char* buff = NULL;

status =1rl_ scramble_password(W2A(password) , buff, length);
buff = (char*)malloc(length);

status = |_rl_scramble_password(W2A(password), buff, length);
printf("scrambled password is %s", buff);

free (buff);
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2.1.7. rl do_command

Executes an R-1 CLI command from within an external application.

Any valid R-1 command line can be executed in this way. R-1 commands and their
syntax are listed in the R-1 User Guide.

Format:
rl_do_command (command_line, session )

Arguments:
command_line

Usage i Any valid R-1 command line
Type T NULL terminated string
Access 1 Read Only

Mechanism i By reference

session

Usage i A valid R-1 session
Type i R1_SESSION
Access 1 Read Only
Mechanism 1 By value

Description:
The command passed as an argument is executed exactly as if issued from
an interactive Console CLI and its completion status is returned.

If the user does not work with an active session, NULL should be passed for
the second parameter.

By default, the commandé s o witl i sent to the standard output. To log
the information in a text file, include the
i output =full_path_to_file qualifier in the command_line argument.

Usage Example:

Below is a sample on how to submit an on-demand job, named "My On-
Demand Job™:

rl_do_command ("demand_submit - noconfirm - name=\ "My On - Demand
Job\ " ", session )

NOTE: The complete syntax of R-1 CLI may be found in the R-1 User Guide
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2.1.8. rl _submit

Submits an R-1 job for execution.

Format:
rl _submit( submit_qualifiers, submitted job id, session )

Arguments:
submit_ qualifiers

Usage i R-1 CLI qualifiers affecting the job submission.
Type T NULL terminated string

Access 1 Read Only

Mechanism i By reference

submitted_job_id

Usagei buf fer to return the submitted jobo
Type T NULL terminated string

Access 1 Write Only

Mechanism i By reference

session

Usage i A valid R-1 session.
Type i R1_SESSION
Access i Read Only
Mechanism i By value

Description:
Performs the equivalent of an R-1 submit command. The qualifiers supplied
by submit_gqualifiers are used to alter the submit command defaults and
provide the required connection information when not using the session
parameter.

Any qualifiers valid for an R-1 CLI submit command can be specified.

NOTE: The complete syntax of R-1 CLI may be found in the R-1 User Guide

Upon successful completion of the submit process, the unique job id is
returned into submitted_job_id
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2.1.9.

rl _purge

Purges completed jobs.

Format:

Arguments:

Description:

rl_purge( purge_qualifiers, session )

purge_qualifiers

Usage 1 CLI qualifiers affecting the purge operation.
Type T NULL terminated string

Access i Read Only

Mechanism i By reference

session

Usage i A valid R-1 session
Type i R1_SESSION
Access i Read Only
Mechanism 1 By value

Performs the equivalent of an R-1 purge command.

The qualifiers supplied by purge_qualifiers are used to alter the purge
command defaults and provide required connection information when not

using the session parameter.

Any qualifiers valid for an R-1 CLI purge command can be specified.

NOTE: The complete syntax of R-1 CLI may be found in the R-1 User Guide

At least one of the two arguments must be specified; both may be used.
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2.1.10.

rl hold _job

Holds a running job.

Format:

Arguments:

Description:

rl_hold_job( hold_qualifiers, job_id, session )

hold_qualifiers

Usage i CLI qualifiers to affect the required job hold operation.
Type T NULL terminated string

Access i Read Only

Mechanism i By reference

job_id

Usage i Unique id of an archived or scheduler job to be held.
Type T NULL terminated string

Access i Read Only

Mechanism 1 By reference

session

Usage i A valid R-1 session.
Type 1 R1_SESSION
Access i Read Only
Mechanism i By value

Performs the equivalent of an R-1 hold command. Puts the job specified by
job_id into hold state.

The qualifiers supplied by hold_gualifiers are used to alter the hold
command defaults and provide the required connection information when
not using the session parameter.

Any qualifier valid for an R-1 CLI hold command can be specified.

NOTE: The complete syntax of R-1 CLI may be found in the R-1 User Guide

If the job specified by job_id does not exist or is in a state that does not
allow holding (i.e. completed or failed), the operation will fail.
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2.1.11.

rl resume_job

Resumes execution of a held job.

Format:

Arguments:

Description:

rl_resume_job( resume_qualifiers, job_id, session )

resume_qualifiers

Usage i CLI qualifiers affecting the job resume option
Type T NULL terminated string

Access i Read Only

Mechanism i By reference

job_id

Usageiuni que id of a job in a 6éhol db

Type T NULL terminated string
Access i Read Only
Mechanism 1 By reference

session

Usage i A valid R-1 session
Type 1 R1_SESSION
Access i Read Only
Mechanism i By value

Performs the equivalent of an R-1 resume command. Returns the held job
specified by job_id , back into execution-enabled state.

The qualifiers supplied by resume_qualifiers are used to alter the resume
command defaults and provide required connection information when not
using the session parameter.

Any qualifier valid for an R-1 CLI resume command can be specified.

NOTE: The complete syntax of R-1 CLI may be found in the R-1 User Guide

If the job specified by job_id does not exist or is not in hold state, the
operation will fail.
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2.1.12. rl abort job

Aborts a running job.

Format:
rl_abort_job( abort_qualifiers, job_id, session )

Arguments:
abort_qualifiers

Usage i CLI qualifiers affecting the job abort option.
Type T NULL terminated string

Access i Read Only

Mechanism i By reference

job_id

Usage i Unique id of an active or scheduled job to be aborted.
Type T NULL terminated string

Access i Read Only

Mechanism 1 By reference

session

Usage i A valid R-1 session.
Type 1 R1_SESSION
Access i Read Only
Mechanism i By value

Description:
Performs the equivalent of an R-1 abort command for the job specified by
job_id
The qualifiers supplied by abort_gualifiers are used to alter the abort
command defaults and provide the required connection information when
not using the session parameter.

Any qualifier valid with the R-1 CLI abort command can be specified.

NOTE: The complete syntax of R-1 CLI may be found in the R-1 User Guide

If the job specified by job_id does not exist or is not in running, submitted,
or scheduled states the operation will fail.
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2.1.13. rl confirm_job

Confirm a job in Preview state.
This operation automatically confirms the Comparative Snapshot and resumes the job.

To alter the CST and resume the job use: r1_get_job_preview_file,
rl_get job_preview_buffer, r1_confirm_job_preview_file, rl_confirm_job preview_buffer.

Format:
rl_confirm_job( confirm_qualifiers, job_id, session )

Arguments:
confirm_qualifiers

Usage i CLI qualifiers affecting the job confirmation option.
Type T NULL terminated string

Access 1 Read Only

Mechanism i By reference

job_id

Usage i Unique id of a job in preview state to be confirmed.
Type T NULL terminated string

Access T Read Only

Mechanism 1 By reference

session

Usage i A valid R-1 session.
Type i R1_SESSION
Access i Read Only
Mechanism i By value

Description:
Performs the equivalent of an R-1 confirm command for the job specified by
job_id
The qualifiers supplied by confirm_qualifiers are used to alter the confirm
command defaults and provide the required connection information when
not using the session parameter.

Any qualifier valid with the R-1 CLI confirm  command can be specified.

NOTE: The complete syntax of R-1 CLI may be found in the R-1 User Guide

If the job specified by job_id does not exist or is not in preview state the
operation will fail.
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2.1.14. rl _get job_preview_file

In order to alter the Comparative Snapshot in Preview state and then confirm the job
with the new Snapshot, use r1_get_job_preview_file Or r1_get_job_preview_buffer and then
confirm the job using r1_confirm_job_preview_file Or r1_confirm_job_preview_buffer.

Use this routine to get the preview list to a file.
For Distribution jobs, retrieve each Edge's preview information using its own job_id.

Format:
rl_get job_preview_file( session, job_id, file_name )

Arguments:
session

Usage i A valid R-1 session.
Type i R1_SESSION
Access 1 Read Only
Mechanism 1 By value

job_id

Usage i Unique id of a job in preview state to be confirmed.
Type T NULL terminated string

Access T Read Only

Mechanism 1 By reference

file_name

Usage i The name of the file to which the list will be written
Type T NULL terminated string

Access T Read Only

Mechanism 1 By reference

Description:
Get the Comparative Snapshot list in XML format to a file. After changing
the file, the job can then be confirmed and resumed.

Please refer to Appendix E for the XML format.

If the job specified by job_id does not exist or is not in preview state the
operation will fail.
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2.1.15. rl _get job_preview_buffer

In order to alter the Comparative Snapshot in Preview state and then confirm the job
with the new Snapshot, use r1_get_job_preview_file Or r1_get_job_preview_buffer and then
confirm the job using r1_confirm_job_preview_file Or r1_confirm_job_preview_buffer.

Use this routine to get the preview list to a buffer.
For Distribution jobs, retrieve each Edge's preview information using job_id.

Format:
rl_get job_preview_buffer( session, job_id, buffer,
buffer_size )

Arguments:
session

Usage i A valid R-1 session.
Type i R1_SESSION
Access i Read Only
Mechanism 1 By value

job_id

Usage i Unique id of a job in preview state to be confirmed.
Type T NULL terminated string

Access i Read Only

Mechanism i By reference

buffer

Usage i buffer to return the XML info.
Type i STRING

Access 1 Write Only

Mechanism i By reference.

Buffer_size

Usage i size of buffer
Type T Integer

Access T Write Only
Mechanism 1 By reference.

Description:
Get the Comparative Snapshot list in XML format to a buffer. After changing
the buffer, the job can then be confirmed and resumed.

Please refer to Appendix E for the XML format.

The operation will fail if the specified job_id does not exist or is not in
preview state.
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2.1.16. rl confirm_job preview file

In order to alter the Comparative Snapshot in Preview state and then confirm the job
with the new Snapshot, use ri1_get_job_preview_file Or r1_get_job_preview_buffer and then
confirm the job using r1_confirm_job_preview_file Or r1_confirm_job_preview_buffer.

Use this routine to confirm the list provided in the altered file.

For Distribution jobs, confirm each Edge job using its own job_id.

Format:
r1_confirm_job_preview_file( session, job_id, file_name,
confirm_or_reject )

Arguments:
session

Usage i A valid R-1 session.
Type i R1_SESSION
Access 1 Read Only
Mechanism 1 By value

job_id

Usage i Unique id of a job in preview state to be confirmed.
Type T NULL terminated string

Access T Read Only

Mechanism 1 By reference

file_name

Usage i The name of the file to which the list will be written
Type T NULL terminated string

Access i Read Only

Mechanism i By reference

confirm_or_reject

Usage i TRUE to confirm to job
Type 1 Boolean

Access i Write Only
Mechanism 1 By reference

Description:
After changing the Comparative Snapshot in the file, the job can then be
confirmed and resumed.

Please refer to Appendix E for the XML format.
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If the job specified by job_id does not exist or is not in preview state the
operation will fail.

2.1.17. rl _confirm_job_preview_buffer

In order to alter the Comparative Snapshot in Preview state and then confirm the job
with the new Snapshot, use r1_get_job_preview_file Or r1_get_job_preview_buffer and then
confirm the job using ri_confirm_job_preview_file Or r1_confirm_job_preview_buffer.

Use this routine to confirm the list provided in the altered buffer.

For Distribution jobs, confirm each Edge job using its own job_id.

Format:
rl_confirm_job_preview_file( session, job_id, buffer,
buffer_size, confirm_or_reject )

Arguments:
session

Usage i A valid R-1 session.
Type i R1_SESSION
Access i Read Only
Mechanism i By value

job_id

Usage i Unique id of a job in preview state to be confirmed.
Type T NULL terminated string

Access i Read Only

Mechanism i By reference

buffer
Usage i buffer to return the XML info.
Type T STRING

Access T Write Only
Mechanism 1 By reference.

Buffer_size

Usage i size of buffer
Type T Integer

Access T Write Only
Mechanism 1 By reference.

confirm_or_reject

Usage i TRUE to confirm to job
Type 1 Boolean

Access 1 Write Only
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Description:

Mechanism 1 By reference

After changing the Comparative Snapshot in the file, the job can then be
confirmed and resumed.

Please refer to Appendix E for the XML format.

If the job specified by job_id does not exist or is not in preview state the
operation will fail.
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