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Overview 
The overview introduces basic SSL terms and concepts. Readers with a good 
knowledge of public-key cryptography may skip the overview and continue from the 
Introduction.  

Public Key Cryptography 

Public-key cryptography - also known as asymmetric cryptography - uses a pair of 
keys that work together to fulfill one or both of the following functions:  

 Encrypt and decrypt information 

 Sign and verify digital signatures 

One key is freely distributed (the public key) while the other key (the private key) is 
kept secret. The sender uses the public key to encrypt messages to the recipient. 
The recipient uses his or her private key to decrypt messages from the sender. 
Similarly, the sender may use his or her private key to “sign” a digital signature. The 
recipient uses the sender’s public key to verify the authenticity of the sender’s 
signature. The private key will only work with its corresponding public key.  

Digital Certificates 

Digital certificates are electronic documents used to uniquely identify principals and 
entities over networks such as the Internet. A digital certificate securely binds the 
client/server identity, as verified by a trusted third party known as a certificate 
authority (CA), to a particular public key. The combination of the public key and the 
private key provides a unique identity to the owner of the digital certificate. 
 
Digital certificates provide confirmation that a specific public key does in fact belong 
to the sender. A recipient of a digital certificate can use the public key contained in 
the digital certificate to verify that a digital signature was created with the 
corresponding private key. If the verification is successful, the recipient can be 
certain that the corresponding private key belongs to the subject named in the 
digital certificate, and that the digital signature was created by that particular 
subject. 
 
A digital certificate typically includes a variety of information, such as:  

 The name of the subject (holder, owner) and other identification information 
required to uniquely identify the subject, such as the hostname of the node 
using the digital certificate (in the Common Name field), or an individual's 
e-mail address.  
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 The subject's public key.  

 The name of the certificate authority that issued the digital certificate.  

 A serial number.  

 The validity period (or lifetime) of the digital certificate (defined by a start 
date and an end date).  

Certificate Authority 

Digital certificates are issued by a certificate authority. Any trusted third-party 
organization or company that is willing to vouch for the identities of those to whom it 
issues digital certificates and public keys can be a certificate authority. When a 
certificate authority creates a digital certificate, the certificate authority signs it with 
its private key, to ensure the detection of tampering. The certificate authority then 
returns the signed digital certificate to the requesting subject. 
 
The subject can verify the digital signature of the issuing certificate authority by 
using the public key of the certificate authority. The certificate authority makes its 
public key available by providing a digital certificate issued from a higher-level 
certificate authority attesting to the validity of the public key of the lower-level 
certificate authority.  
 
Thus, digital signatures establish the identities of communicating entities, but a 
digital signature can be trusted only to the extent that the public key for verifying the 
digital signature can be trusted. 

SSL Handshake  

The SSL handshake establishes the encrypted connection. This is accomplished in 
part by mutual authentication whereby the client authenticates itself to the server 
and the server authenticates itself to the client. Authentication involves digital 
certificates, which employ public-key encryption techniques. (See Authentication (7) 
for more information.)  
 
During the SSL handshake, the server and client exchange a symmetric session 
key. The session key itself is encrypted using public-key techniques, so only the 
intended recipient can decrypt it.  
 
SSL 3.0 protocol protects your data against tampering and providing confidentiality, 
integrity and authentication. 

Confidentiality  

Confidentiality is the ability to keep communications secret from parties other than 
the intended recipient. It is achieved by encrypting data with strong algorithms. The 
SSL protocol provides a secure mechanism that enables two communicating 
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parties to negotiate the strongest algorithm they both support and to agree on the 
keys with which to encrypt the data. 

Integrity  

Integrity is a guarantee that the data being transferred has not been modified in 
transit. The same handshake mechanism which allows the two parties to agree on 
algorithms and keys also allows the two ends of an SSL connection to establish 
shared data integrity secrets which are used to ensure that when data is received 
any modifications will be detected. 

Authentication  

Authentication is the ability to ascertain with whom you are speaking. By using 
digital certificates and public key security, FASTCopy client and server applications 
can each be authenticated to the other. This allows the two parties to be certain 
they are communicating with someone they trust. 
 
The SSL protocol provides secure connections by allowing two applications 
connecting over a network connection to authenticate the other's identity and by 
encrypting the data exchanged between the applications. When using the SSL 
protocol, the target always authenticates itself to the initiator. Encryption makes 
data transmitted over the network intelligible only to the intended recipient. An SSL 
connection begins with a handshake during which the applications exchange digital 
certificates, agree on the encryption algorithms to use, and generate encryption 
keys used for the remainder of the session. 
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Introduction 
RMFT’s EFT FASTCopy protocol is engineered for WAN transfers, where 
guaranteed delivery and file integrity are business-critical requirements. 
FASTCopy-enabled transfers offer encryption, block-level recoverability, data 
integrity assurance, and CRC Checksums. Full bandwidth control, compression 
and pre-and-post-processing make sure that transfers are accomplished as quickly 
and efficiently as possible. 
 
This guide explains how to set up FASTCopy Server so that FASTCopy Clients can 
transfer files to/from FASTCopy Server using FASTCopy over SSL. For the 
purpose of this document and as a minimum requirement, a “FASTCopy Server” is 
either a Windows or a UNIX machine on which the FASTCopy Receiving Agent is 
running (FASTCopy Daemon) whereas a FASTCopy Client is either a Windows or 
a UNIX machine on which the FASTCopy Sending Agent has been installed.  
 
In a full installation of RMFT Server, both the FASTCopy Sending Agent and the 
FASTCopy Receiving Agent are installed, enabling RMFT Server to act as both a 
FASTCopy Client and a FASTCopy Server. In other words, in addition to being able 
to pull and push files from/to Hosts (i.e. initiate FASTCopy transfers), RMFT Server 
can also receive files sent by FASTCopy Clients using the FASTCopy command 
line.  
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To enable SSL transfers, you will need to configure FASTCopy Daemon to load the 
appropriate certificates by performing the procedure(s) described in 2. Configuring 
FASTCopy Daemon to Load Certificates. 
 
Note: For instructions on installing the FASTCopy Daemon component, please 
refer to the RMFT Product Suite Installation Guide (Windows) and the FASTCopy 
Installation Guide for UNIX. 

Server-Side Requirements for SSL Transfers 

Before configuring RMFT FASTCopy SSL options, make sure that the following 
conditions have been met: 

 RMFT FASTCopy Receiving Agent installed on the FASTCopy Server 
machine 

 A server certificate installed/residing on the FASTCopy Server machine 
(MSCAPI or OpenSSL depending on your preferred service provider) 

 A CA certificate installed/residing on the FASTCopy Server machine 
(MSCAPI or OpenSSL depending on your preferred service provider) 

 
For instructions on installing MSCAPI-compliant server certificates, see A. 
Importing MSCAPI Server Certificates. 
 
Note: A set of client and server side certificates are provided with the RMFT Server 
installation. As these certificates are widely available, they do not offer any real 
security and should therefore be used for testing purposes only. If you only installed 
the RMFT FASTCopy receiving agent (FASTCopy Daemon), the client demo 
certificates will not be available. 
 
For more information on the MSCAPI and OpenSSL demo certificates, see 
Configuring FASTCopy Daemon to use MSCAPI Certificates and Configuring 
FASTCopy Daemon to use OpenSSL Certificates respectively. 
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1. Getting Started 
This chapter describes how to log in to the FASTCopy Daemon Configuration utility 
and provides an explanation of the available login options. 

Opening the FASTCopy Daemon Configuration 
Utility  

To open the FASTCopy Daemon Configuration Utility: 

1.     On RMFT Server only: Select Start > All Program > RepliWeb > 
Managed File Transfer > Daemon configuration tools > FASTCopy 
daemon configuration. 

-OR- 

On any FASTCopy Server machine: Double-click the 
FASTCopyDaemonConfiguration.exe file, which is located by default in: 

~RepliWeb\RMFT\gui\bin 

If RMFT Server is not installed on the  machine (i.e. only the FASTCopy 
Receiving Agent is installed), the New Executor dialog box will open. In 
this case, continue from Step 2. 

If RMFT Server is installed on the machine or if you have previously used 
the FASTCopy Daemon Configuration utility, the Configuration 
Management dialog box opens. In this the case, continue from step 8.  

Note: If the FASTCopy Daemon Configuration utility is opened on the 
RMFT Server machine, the IP address/hostname of the RMFT Server 
machine will be displayed in the Connect to field. If you want to open the 
FASTCopy Daemon Configuration utility on another machine, you will 
need to add that machine’s connection details to the Manage Executors 
list as described in Adding a FASTCopy Server Node. 
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2.     In the Display name field, enter a display name for the FASTCopy Server 
machine.  

Multiple users can connect to the same server machine, providing that 
each user’s logon details contain a different display name and login 
credentials.   

3.     In the Executor field, Enter the hostname or IP address of the FASTCopy 
Server machine. 

4.     Choose one of the following login methods as appropriate: 

 System credentials to log in using a system user name and password. 
If you choose this method, provide your logon details in the designated 
fields.  

o Select the Save password check box to log in to the 
FASTCopy Daemon Management Utility without being 
prompted for a password each time. 

 Integrated Windows Authentication to log in without providing a user 
name or password. If you select this method, continue from Step 8. 

 Certificate only to log in using only a certificate. If you select this 
method, continue from Step 8. 

Note The FASTCopy Daemon Configuration utility can be configured to 
require administrators to log in using a particular login method or methods. 
The default settings permit administrators to use any of the available login 
methods. However, regardless of the default settings, requests to log in 
using Integrated Windows Authentication will only succeed if the 
FASTCopy Server machine has been set up to permit IWA access to the 
required folders. Likewise, certificate-based log in requests will only 
succeed if a valid server-side certificate exists. 

For detailed instructions on loading server certificates to facilitate SSL 
login, see Accessing the FASTCopy Daemon Configuration Utility via SSL.   

For more information on restricting login methods, see Setting 
Administrator Authentication Methods. 

5.     Optionally, select one of the options in the Secure Login area. 

Note  If you selected the Certificate only login method described in Step 
5, these options will not be available. In this case, you must specify a 
client certificate in the Certificate subject field. If, however, you selected 
the System credentials or Integrated Windows Authentication login 
methods, you can optionally specify a certificate to authenticate the 
server's identity and encrypt all SSL communications between the 
FASTCopy Client and the FASTCopy Daemon machines. 

For more information on logging in securely (SSL), see Secure Login 
Options. 

6.     Click Save to save your settings and add the FASTCopy Daemon 
machine to the list displayed in the Manage Executors dialog box. 
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7.     Click OK to return to the Configuration Management dialog box.  

The Connect to field shows the name of the first machine in the Manage 
Executors dialog box.  

8.     Click Connect to connect to the machine displayed in the Connect to 
field of the Configuration Management dialog box. 

-OR- 

Select another machine from the drop-down list and then click Connect. 

If you selected the System credentials and the Save password options 
in the New Executor or Update Executor Data dialog box, the 
FASTCopy Daemon Configuration Utility opens.  

If you have not previously selected the Save password check box in the 
Update Executor Data or New Executor dialog boxes, you will be 
prompted to enter a password. 

 

9.     Enter your password for logging in to the FASTCopy Daemon 
Configuration utility and the domain name (if necessary).  

10.   Click Connect.  
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The FASTCopy Daemon Configuration utility opens. 

 

11.   Continue from one of the following as appropriate: 

 Configuring FASTCopy Daemon to use MSCAPI Certificates 

 Configuring FASTCopy Daemon to use OpenSSL Certificates 
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Adding a FASTCopy Server Node  

In the Manage Executors dialog box, you can:  

 Add FASTCopy Server nodes 

 Update login details of existing FASTCopy Server nodes 

 Remove FASTCopy Server nodes 

To add a FASTCopy Server node: 

1.     Open the FASTCopy Daemon Configuration utility.  

The Configuration Management dialog box opens. 

 

2.     Click the Manage button to the right of the Connect to field. 

The Manage Executors dialog box opens. 

 

3.     To add a new FASTCopy Server node, click Add. 

The New Executor dialog box opens. 

For a description of the available settings, continue from Step 2 of 
Opening the FASTCopy Daemon Configuration utility. 
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2. Configuring 
FASTCopy Daemon 
to Load Certificates 

You can configure FASTCopy Daemon to use either MSCAPI (Windows only) or 
OpenSSL certificates (Windows and UNIX). Both of these procedures are 
described in this chapter. 

Configuring FASTCopy Daemon to use 
MSCAPI Certificates 

You can test functionality using the MSCAPI compliant demo certificates provided 
with the installation. In a standard installation, the demo certificates reside in the 
following directory: 
 
~\RepliWeb\RMFT\ssl 
 
The following server-side certificates are available for testing: 
 

 fc_server.pfx - the server certificate 

 softlink_ca.cer - the Certificate Authority certificate 

 softlink.crl - Contains details of the softlink_revoked.pfx certificate (see 
below). 

 softlink_revoked.pfx – Demo certificate that has been revoked by the 
issuing CA 

 
The key phrases for the server private key file is: demoserver 

 
Unless configured differently, FASTCopy Daemon will authenticate itself using the 
demo MSCAPI compliant server certificate provided with the RMFT FASTCopy kit. 
FASTCopy Daemon assumes that this certificate has been imported to the Local 
Machine’s Personal store (For instructions on how to import MSCAPI certificates, 
see A. Importing MSCAPI Server Certificates) 
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To override the default MSCAPI settings: 

1. Open the FASTCopy Daemon Configuration Utility as described in 
Opening the FASTCopy Daemon Configuration Utility. 

2. Click the SSL tab.  

 

3. Select MSCAPI from the Service provider drop-down list. 

4. From the Certificate store type drop down list, select Local machine 
store. 

5. In the Certificate store field, specify the certificate store name.  

Below is an example of the dialog that opens if you select the store using 
the browse button.  

Note: If you imported your certificate to the Personal store, you can leave 

the <default> value.  

 

6. In the Certificate subject field, specify the certificate subject.  

Note: If you are using the demo certificate, you can leave the <default> 

value. 
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If you use the browse button, the Certificates dialog box opens. 

 

Select the certificate and click OK. The certificate’s subject is displayed in 
the Certificate subject field. 

7. In the Cryptographic service provider field, leave the <default> value or 
specify your cryptographic service provider, either manually or using the 
browse button. 

8. In the Key container name field, leave the <default> value or specify the 
name of your key container. 

9. [Optional] In the CRL file field, specify the pathname of the file containing 
certificates issued by, but that have since been revoked by the CA. 

10. Click Save. 

11. Select the General tab. 

The General Tab is displayed. 

 

12. In the Daemon service region, click the Restart button. 

13. Click Save & Exit. 
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Configuring FASTCopy Daemon to use 
OpenSSL Certificates 

You can test functionality using the OpenSSL compliant demo certificates provided 
with the installation. In a standard installation the demo certificates reside in the 
following directories: 

 Windows: ~\RepliWeb\RMFT\ssl 

 UNIX: /usr/flogic/ssl 

 
The demo server certificates are as follows: 

 fc_server_cert.pem (server certificate)  

 fc_server_key.pem (server private key)  

 trusted_ca_cert.pem (CA certificate)  

 
The key phrase for the server private key file is: demoserver 
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On Windows Platforms 

Unless configured differently, FASTCopy Daemon will authenticate itself using the 
demo OpenSSL certificates (provided with the FASTCopy kit).  
 
Note: As mentioned before, the default OpenSSL certificates provide no real 
security and are intended for testing purposes only. 
 
The default location of OpenSSL certificates is ~RepliWeb\RMFT\ssl 

 

1.     Open the FASTCopy Daemon Configuration Utility as described in 
Opening the FASTCopy Daemon Configuration Utility. 

2.     Select the SSL tab. 

 

3.     From the Service provider drop-down list, select OpenSSL . 

4.     In the CA certificate file field, specify the location of your CA file. 

5.     In the Certificate file field, specify the location of your server certificate. 

6.     In the Private key file field, specify the location of your private key file. 

7.     In the Private key phrase field, specify the private key file’s password. 

8.     [Optional] In the CRL file field, specify the pathname of the file containing 
certificates that have been revoked by their issuing CAs. 

9.     Click Save. 

10.   Select the General tab. 

11.    In the Daemon service region, click the Restart button. 

12.    Click Save & Exit.  
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On UNIX/Linux Platforms 

You can load FASTCopy Daemon with OpenSSL certificates, either manually using 
a command line or automatically on startup. The procedures differ according to the 
platform on which FASTCopy Daemon is installed. On all UNIX/Linux platforms 
except Solaris on SPARC and HP-UX on PA-RISC, perform the two-stage 
procedure described below.  
 
For instructions relevant to Solaris on SPARC and HP-UX on PA-RISC continue 
from Solaris on SPARC and HP-UX on PA-RISC. 

Stage 1: Preventing the FASTCopy Daemon from being Loaded 

Stage one prevents xinetd (Linux) / inetd (UNIX) from loading FASTCopy Daemon 
and should only be performed if you opted to start FASTCopy Daemon 
automatically during installation. If xinetd/inetd is not configured to load FASTCopy 
Daemon, proceed to stage two. 
 
 
On Linux Machines: 

To prevent xinetd from loading FASTCopy Daemon: 

1. Edit the file: 

 /etc/xinetd.d/fcopyd 

2. Change the disable value to:  

disable = yes 

3. Save the file. 

4. Restart xinetd by issuing the following command: 

service xinetd restart 

After disabling xinetd, the only way to load FASTCopy Daemon is by issuing the 

appropriate command as described in stage two below. 
 
 
On UNIX Machines (except Solaris10): 

To prevent inetd from loading FASTCopy Daemon: 

1. Edit the file: 

 /etc/inetd.conf 

2. Disable FASTCopy Daemon by commenting out the following row:  



RMFT FASTCopy SSL Guide 2. Configuring FASTCopy Daemon to Load 
Certificates 

 

 

RepliWeb, Inc. 21 

 

# fcopy$server stream tcp nowait root 

/usr/flogic/bin/fcopyd in.fcopyd 

3. Save the file. 

4. Restart inetd. 

 

After disabling inetd, the only way to load FASTCopy Daemon is by issuing the 

appropriate command as described in stage two below. 
 
 
On Solaris10: 

To prevent the FASTCopy Daemon from being loaded: 

§ Issue the following command:  

svcadm disable svc:/network/fcopy_server/tcp:default 

 
After issuing the above command, the only way to load FASTCopy Daemon is by 
issuing the appropriate command as described in stage two below.  

Stage 2: Issuing a Command to Load FASTCopy Daemon with the 
Required Certificates 

To load the FASTCopy Daemon on machine startup, embed the daemon loading 
command in the machine's startup scripts.  
 
Command Syntax: 
 

fcopyd -certificate=<PATH_TO_CERTIFICATE_FILE> -key=<PATH_TO_KEY_FILE>  

-key_phrase=<KEY_PHRASE>  -ca_file=<PATH_TO_CA_FILE>  

 
Example:  
 

fcopyd -certificate=/usr/flogic/ssl/fc_server_cert.pem  

-key=/usr/flogic/ssl/fc_server_key.pem -key_phrase=demoserver   

-ca_file=/usr/flogic/ssl/trusted_ca_cert.pem  

 
IMPORTANT  The example above uses our demo certificates and keys, which offer 
no real security in so far as the private keys are widely known. Therefore, they 
should only be used for demonstration/testing purposes. 
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Solaris on SPARC and HP-UX on PA-RISC 

On Solaris on SPARC and HP-UX on PA-RISC platforms, FASTCopy Daemon’s 
SSL settings can be saved in an .ini file. Using this method, FASTCopy Daemon 
will apply the SSL settings defined in the .ini file each time it initializes. 
 
This has the following advantages: 

 It eliminates the need to specify FASTCopy SSL qualifiers every time 
FASTCopy Daemon is loaded, which also means that you can still use 
inetd/xinetd on Linux/UNIX or services on Solaris 10 to start FASTCopy 
Daemon. 

 The password for the private key is saved encrypted in the .ini file and not 
specified in clear text in the command line. 

  
To create and configure the .ini file, issue the following command: 
 
Syntax: 
 

fcopyd ïconfigure -certificate=<PATH_TO_CERTIFICATE_FILE>  

-key=<PATH_TO_PRIVATE_KEY_FILE> -key_phrase=<PRIVATE_KEY_PHRASE>  

-ca_file=<PATH_TO_CA_FILE> -ca_dir=<DIRECTORY_CONTAINING_CA_FILES>  

 
Example:  
 

fcopyd -configure -certificate=/usr/flogic/ssl/intm-mftc_cert.pem  

-key=/usr/flogic/ssl/intm-mftc_key.pem -key_phrase=XXXX  

-ca_file=/usr/flogic/ssl/trusted_ca_cert_dfs.pem -ca_dir=/usr/flogic/ssl 

  
The .ini file will always be created under the installation root directory (e.g. 
/usr/flogic) and named fcopyd.ini. After the file is created, you can edit it with a text 
editor or run the -configure command again to modify the SSL settings. 
 
Note: The command only has to be issued once. After the command has been run, 
FASTCopy Daemon will apply the SSL settings defined in the .ini file each time it 
initializes. 
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A. Importing MSCAPI 
Server Certificates 

On the FASTCopy Daemon machine, the server and CA certificates must be 
imported using the Microsoft Management Console. After importing the certificates 
you must configure FASTCopy Daemon to load the server certificate (so that it can 
authenticate itself to the client).  
 
See also Configuring FASTCopy Daemon to use MSCAPI Certificates. 

Importing the Server Certificate 

To import the server certificate: 

1. Select Run from the Windows Start menu. 

The Run dialog box opens. 

2. Type MMC (Microsoft Management Console) in the Open field and click 
OK. 

The Console window opens.  

 

3. From the File menu, select Add/Remove Snap-in. 
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The Add/Remove Snap-in dialog box opens. 

 

4. Click the Add button. 

The Add Standalone Snap-in dialog box opens. 

 

5. Select Certificates from the Snap-in column and then click Add. 
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The Certificates Snap-in dialog box opens. 

 

6. Select the Computer account radio button and then click Next. 

The Select Computer dialog box opens. 

 

7. Select the Local computer, click Finish and then close the Add 
Standalone Snap-in dialog box . 
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The Add/Remove Snap-in dialog box displays the newly added 
Certificates snap-in. 

 

8. Click OK.  

The Console Root window displays the Certificates snap-in. 

 

9. Double-click Certificates in the right pane of the Console Root window. 



RMFT FASTCopy SSL Guide A. Importing MSCAPI Server Certificates 

 

 

RepliWeb, Inc. 27 

 

The certificate stores are displayed in the Logical Store Name column. 

 

10. Right-click the Personal store and select All Tasks > Import... as shown 
above. 

The Certificate Import Wizard opens. 

11. Click Next.  

The File to Import dialog box is displayed.  

 

12. In the File name field, specify the location of your server certificate. 

13. Click Next.  
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14. The Password dialog box opens. 

 

15. In the Password field, type the password for the private key. 

16. Select the Mark this key as exportable check box and then click Next. 

The Certificate Store dialog box opens.  

Personal is displayed in the Certificate store field. 

 

17. Click Next. 
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The Completing the Certificate Import Wizard dialog box appears 

 

18. Click Finish.  

The Certificate Import Wizard closes and a message box confirms that 
the certificate import was successful. 
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Importing the CA Certificate 

To import the CA certificate: 

1. In the Logical Store Name column, right-click the Trusted Root 
Certification Authorities store and select All Tasks > Import. 

The Certificate Import Wizard opens. 

2. Click Next.  

The File to Import dialog box is displayed:  

 

3. In the File name field, specify the pathname of your CA certificate and 
then click Next. 
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The Certificate Store dialog box opens.  

Trusted Root Certification Authorities is displayed in the 

Certificate store field.  

 

4. Click Next. 

The Completing the Certificate Import Wizard dialog box appears 

 

5. Click Finish. The Certificate Import Wizard closes and a message 
should confirm that the certificate import was successful. 
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B. Requiring FASTCopy 
Clients to use SSL 

You can configure FASTCopy Daemon to require FASTCopy clients to connect 
using SSL. You can also add SSL rules to the FASTCopy security files 
(softlink.login and softlink.security). For instance, you could add a rule that 
instructs FASTCopy Daemon to check the common name field of the client’s 
certificate and refuse the connection if there is a mismatch. 

Configuring FASTCopy Daemon to Require 
SSL 

Using the FASTCopy Daemon Configuration utility, you can configure FASTCopy 
daemon to reject connection requests from FASTCopy clients that do not use SSL. 

1. Open the FASTCopy Daemon Configuration Utility as described in 
Opening the FASTCopy Daemon Configuration Utility. 

2. Click the Security tab.  

 

3. To require all users to login using a secure connection, select the Require 
SSL connections check box.  

4. Select the General tab. 
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5. In the Daemon service region, click Restart. 

6. Click Save & Exit. 

Configuring SSL Options in the FASTCopy 
Security Files 

RMFT administrators can prevent FASTCopy Clients that do not provide a valid 
certificate from performing transfers. This can be accomplished by adding 
FASTCopy SSL qualifiers to the main FASTCopy Security and Administration Files 
(softlink.login and softlink.security).  
 
The default location of the security files is: 
 
~RepliWeb\RMFT\security 
 
To prevent unauthenticated users from performing FASTCopy operations on the 
server, the following FASTCopy SSL 3.0 qualifiers may be included in the 
softlink.login security file  

 -authenticate 

 -common_name=xxxx 

 
-authenticate - In the context of the softlink.login file, the -authenticate 

qualifier verifies that the client’s certificate is valid and that the Common Name 
(CN) field of the client’s certificate matches the hostname of the client or the value 

of the -peer_common_name qualifier (described below). If the client’s certificate is 

not valid or if there is a Common_Name mismatch, the request will be refused. 
 
-peer_common_name - In the context of the softlink.login file, the  

-common_name qualifier indicates the expected contents of the client certificate's 

Common Name field, when it is not the client’s hostname. 
 
 

Note: Remote users who are required to provide  the value of the server 
certificate’s Common Name field, must be provided with this information by the 
administrator. If the user is not required to provide this information, the value of the 
server’s Common Name field must be its hostname. 
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Example 1: 

If the softlink.login file contains the following records: 
  

req 

action ïnoapprove 

==== 

req 

crit ïauth 

action ïapprove ïclass=ssl_auth 

 

 
and the softlink.security file contains the following record: 
 

requester 

crit -class=ssl_auth 

action -approve 

 

FASTCopy sessions that have not been encrypted with SSL protocol will rejected 
by the server.  
 
FASTCopy users who try and copy files without utilizing FASTCopy’s SSL feature, 
will receive the following error: 
 

FCOPY-E-NETLOGIN, remote login failed on node localhost 

 -SEC-E-NOAPPLN, permission rejected at security file C:\Program 

Files\SoftLink\ 

security\softlink.login, line #2 
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Example 2: 

In this example, the system administrator has added user Bob to the proxy 
database using the sl_passwd utility, details of which can be found in the RMFT 
FASTCopy Administratorôs Guide.  
 
Thus, if the softlink.login file contains the following record, Bob will be able to 
access the server without having to specify a username or password, on condition 
that the value of his certificate’s Common Name field matches the value of the 

-common_name qualifier specified in the softlink.login file. 

 

req 

action ïnoapprove 

==== 

req 

crit ïauth ïcommon_name=Client-Demo 

action ïapprove ïl_user=Bob 

Example 3: 

If the softlink.login file contains the following record, Bob will be able to access the 
server without having to specify a user name, password, or target directory. Access 
will be granted on condition that the value of his certificate’s Common Name field 

matches the value of the ïcommon_name qualifier specified in the softlink.login 

file. 
 

req 

action -noapprove -reason="user was not fully authenticated"  

====  

req  

crit -auth -common_name=Client-Demo -nopassword  

action -class=ssl_auth -approve -default_dir=e:\target -l_user=Bob 

 

Note: The –reason and –nopassword qualifiers have also been included in the 

softlink.login file. Thus, to successfully perform a FASTCopy operation, Bob must 

also specify -nopassword in his FASTCopy command (or omit the password when 

configuring a FASTCopy transfer using the RMFT Management Console). If access 

is denied, Bob’s error message will contain the text specified by the -reason 

qualifier. 
 
 

IMPORTANT: If the ïclass qualifier is used in the softlink.login file, you must 

also add it to the softlink.security file. 
 

For an in-depth explanation of FASTCopy security files, refer to the FASTCopy 
Administratorôs Guide. 
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C. Requiring 
Administrators to 
Log In using SSL 

In addition to the standard logon method (username and password), several other 
logon methods are available for organizations with more stringent security 
requirements. Additional logon methods include requiring administrators to log on 
using a certificate and verifying the certificate’s common name field. These options 
are described below. 

Secure Login Options 

Using the GQS Configuration utility, the RMFT administrator can determine 
whether a certificate is required to open the FASTCopy Daemon Configuration 
Utility or whether other means of authentication (IWA/login credentials) are 
sufficient.  
 
IMPORTANT: The settings selected in the Secure Login area of the New 
Executor dialog box will only be applied if the GQS Configuration utility is 
configured correctly. 
 
For an explanation of how to configure the GQS to enable or require SSL 
connections, see Accessing the FASTCopy Daemon Configuration Utility via SSL. 

If you are not required to log in with a certificate or do not want to 
authenticate the identity of the FASTCopy Server machine: 

§ Select the Never option. 

To always log in with a certificate, even if not required by the FASTCopy 
Server machine: 

1.     Select the Always log on securely option. 

2.     In the Certificate subject field, use the certificate browser to enter the full 
path of the server certificate file (OpenSSL) or specify a unique part of the 
certificate's subject (MSCAPI). You must also specify the certificate of the 
Certification Authority that issued the server certificate.  
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For an explanation of the certificate selection procedure, see either 
Selecting OpenSSL Certificates or Selecting MSCAPI Certificates as 
appropriate. 

To log in securely only if required by the FASTCopy Server machine: 

1.     Select the Only log on securely if required by RMFT server option. 

2.     In the Certificate subject field, use the certificate browser to enter the full 
path of the server certificate file (OpenSSL) or specify a unique part of the 
certificate's subject (MSCAPI). You must also specify the certificate of the 
Certification Authority that issued the server certificate.  

For an explanation of the certificate selection procedure, see either 
Selecting OpenSSL Certificates or Selecting MSCAPI Certificates as 
appropriate. 

Selecting OpenSSL Certificates 

To use OpenSSL: 

1.     Select OpenSSL from the SSL Implementation drop-down list. 

 

2.     In the CA certificate file field, specify the full path of the trusted 
Certification Authority file. 

3.     In the Certificate file field, enter the full path of your certificate file, either 
manually or using the browse button. 

4.     In the Private key file field, enter the full path of your private key file, 
either manually or using the browse button. 

5.     In the Private key phrase field, specify the pass phrase of the private key 
file. 

6.     (Optional) In the CRL file field, specify the full path of the file containing 
certificates issued by, but that have since been revoked by the selected 
CA. 
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7.     Click OK. 

The full path to your certificate is displayed. 

Selecting MSCAPI Certificates 

If you want to use MSCAPI as your service provider, you must first perform the 
following steps: 

a.     Import the MSCAPI client certificate to a local certificate store. 

b.     Import the MSCAPI CA certificate to a local certificate store. 

To select a certificate from a store: 

1.     Select MS-CAPI from the SSL Implementation drop-down list. 

 

2.     From the Certificate store type drop down list, select one of the following 
as appropriate: 

 Current user store <default> 

 Local computer store 

 Local enterprise store 

3.     In the Certificate store field, specify the certificate store, either manually 
or using the browse button.  

If you use the browse button, a dialog similar to this one is displayed:  
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4.     Select the store containing your certificate and then click OK. 

5.     In the Certificate subject field, specify the certificate subject, either 
manually or using the browse button.  

If you use the browse button, the Certificates dialog box is displayed: 

 

Select a certificate and click OK.  

The certificate’s subject is displayed in the Certificate subject field. 

6.     (Optional) In the Cryptographic service provider field, specify your 
cryptographic service provider, either manually or using the browse 
button. 

7.     (Optional) In the Key container name field, specify the name of your key 
container. 

8.     (Optional) In the CRL file field, specify the pathname of the file containing 
certificates issued by, but that have since been revoked by the selected 
CA. 

9.     Click OK. 

The certificate’s subject is displayed. 
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Accessing the FASTCopy Daemon 
Configuration Utility via SSL 

To require administrators to connect to the FASTCopy Daemon Configuration Utility 
using SSL, the RMFT GQS component must also be configured to load the correct 
server certificate. You can also require administrators to provide a valid certificate 
for authentication purposes. 

To configure the RMFT GQS component: 

1.     Run the GQS Configuration utility. The default location is: 

~\RepliWeb\RMFT\gui\bin\GqsConfiguration.exe 

2.     Click the Security tab. 

3.     Select the Require secure channel check box. 

 

4.     In the Certificate subject/name field, use the certificate browser to enter 
the full path of the server certificate file (OpenSSL) or specify a unique 
part of the certificate's subject (MSCAPI). You must also specify the 
certificate of the Certification Authority that issued the client certificate. 

For step-by-step instructions on selecting a certificate, see either Selecting 
OpenSSL Certificates or Selecting MSCAPI Certificates as appropriate. 

5.     Choose one of the Client Certificates options: 

Ignore means that even if a client certificate is provided, the RMFT GQS 
service will not use it for authentication. However, data transferred 
between the server and the client will still be encrypted. 
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Accept means that if a client certificate is provided, the login request will 
be authenticated using the client certificate. If a client certificate is not 
provided, the login request will be authenticated using alternative means 
(or not at all). 

Require means that the login request will not be accepted unless a valid 
client certificate is provided and that all communications will be SSL  

6.     In the General tab, click Restart and then click Yes when prompted to 
save your changes. 

Setting Administrator Authentication Methods 

You can determine which login methods administrators are permitted to use when 
logging in to the FASTCopy Daemon Configuration Utility. The default settings 
permit administrators to choose any of the available login methods. You can also 
configure FASTCopy Server to accept or reject login requests based on the 
common name field of the client certificate. 
  
For instructions on loading server certificates to facilitate SSL login, see Accessing 
the FASTCopy Daemon Configuration Utility via SSL.  

To set the permitted login methods:  

1.     Open the file: 

~\RepliWeb\RMFT\gqs\config\gqs.cf 

2.     In the [Authentication Methods] section, edit the appropriate fields 

to either permit (TRUE) administrators to use the specific login method or 

prevent administrators from using the specific login method (FALSE).  

Example: 

The following configuration only allows administrators to log in using a 
certificate: 

System Credentials=FALSE 

Windows Authentication=FALSE 

Certificate Authentication=TRUE 

3.     To authenticate client certificates according to their common name field, 

list the common names of expected client certificates in the Trusted 

Client Certificates Common Name field. Each common name 

should occupy a separate row. 
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Example: 

Trusted Client Certificates Common Name=_ml_text_Thu 
Jun 08 17:09:57 2006 

client1 

client2 

client3 

_ml_text_Thu Jun 08 17:09:57 2006 

The login request will be rejected if the Client certificate's Common Name 
value does not match any of the entries in the list. 
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