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Introduction

RMFT’s EFT FASTCopy protocol is engineered for WAN transfers, where
guaranteed delivery and file integrity are business-critical requirements.
FASTCopy-enabled transfers offer encryption, block-level recoverability, data
integrity assurance, and CRC Checksums. Full bandwidth control, compression
and pre-and-post-processing make sure that transfers are accomplished as quickly
and efficiently as possible.

In a full installation of RMFT Server, both RMFT FASTCopy Sending Agent and
RMFT FASTCopy Receiving Agent are installed, enabling RMFT Server to act as
both a FASTCopy Client and a FASTCopy Server. In other words, in addition to
being able to pull and push files from/to Hosts (i.e. initiate FASTCopy transfers),
RMFT Server can also receive files sent by FASTCopy Clients using the
FASTCopy command line.

BMFT Acting as a FASTCopy Client

Pull
—
3 EASTC-DF',.I
h = o5t
o ] k
AMET rusn
BRMFT Acting as a FASTCopy Server
—
= ' FASTCopy
Client
--..h_\__ 7 '
RMFT

To enable SSL transfers, you will need to configure RMFT FASTCopy Receiving

Agent to load the appropriate certificates by performing the procedure(s) described
in SSL Tab.

Note: For instructions on installing RMFT FASTCopy Receiving Agents, please
refer to the RMFT FASTCopy Installation Guide (Windows) and the FASTCopy
Installation Guide for UNIX.
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1. Security and
Administration

Administrators can control RMFT FASTCopy operations through RMFT
FASTCopy's Proxy Security Mechanism. Whenever a FASTCopy operation is
initiated, it activates a security check which compares the details of the requested
operation against a rule base stored in one or more Security and Administration
Files (“security files” for short).

By default, these files are located in:
~\Repliweb\RMFT\security

Based on the administrator-defined rules recorded in this file, the operation is
approved, refused or modified.
A security check is carried out in the following cases:

= When a local user or application issues a FASTCopy command.

= Whenever RMFT FASTCopy Receiving Agent receives a remote request for
a FASTCopy operation involving the local node.

= Whenever the fmonitor command is issued.

= Whenever a monitor message is received from a monitored FASTCopy
operation.

= Whenever the fcmon command is issued.

Note: In most cases, the operation must pass two security checks - one on the
node of origin and one on the peer node; if it fails to pass either one, it will be
aborted.

FASTCopy's Proxy Security Mechanism plays two major roles:

1. Itis an administrative tool, allowing you to control how users use
FASTCopy and its related programs on your local system.

2. ltis a security tool, allowing you to control all incoming FASTCopy requests
from outside your system. The Proxy Security Mechanism serves here as a
“data transfer firewall”, allowing remote users access without exposing your
system.

RepliWeb, Inc. 6
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To understand how the Proxy Security Mechanism carries out these functions, it is
useful to know how it performs the security check.

For each requested operation, a number of parameters are examined during a
security check. These include the requester's node, user name and network
address, the local user name and password given for the operation, the type of
operation or command, the files and directories affected, the time of day, and any
special codes or identifying signs used in the operation. Any of these properties can
be used as criteria to determine if a given rule should apply to the operation. A
matching rule can instruct the checking application to refuse or approve the
requested operation.

The rules can also tell the application to modify the operation's properties, such as
changing the local user account the operation is carried under, the directories the
operation acts on, or a transfer's bandwidth limit.

Note: The “checking application” referred to above can be FASTCopy (for
FASTCopy operations initiated by local users), RMFT FASTCopy Receiving Agent
fcopyd (for remote operations involving the local node) or the batch daemon flogicd
(when a batch operation is submitted or an fmonitor command is used to examine
or change a batch job's status).

Security Roles

The Proxy Security Mechanism operates on the principal of Active Security: Instead
of passively relying on the system's built-in security measures, it actively takes any
information it has on the requested operation and decides if it should be refused,
approved or modified, based on any relevant rules defined in one or more security
files. Because of this, security is not based on what the remote user knows about a
system (like ftp or rcp passive security), but on what the administrator actively
allows to be done on the system through the security rule base.

This means that sensitive system information such as user account names or
passwords does not have to be given to remote users or passed over the network.
The administrator decides exactly who is allowed to connect from where, what
authentication process they must pass, and what exactly they will or will not be
allowed to do.

Active Security can be used to limit access based on remote user's name, remote
node's name, network address, and other identifiers. Complete sub-networks and
user groups can be identified and restricted in a single rule.

Data transfer to or from a node can be restricted with regards to read and write
access to specific directories and sub-directories, the size of files received,
permitted time of day for upload or download and remote activation of local images
(using FASTCopy's post-transfer processing features). The administrator can use it
to divert remote users to specific local accounts, regardless of information they
might possess. Logical passwords and user names can be created, which can then

RepliWeb, Inc. 7



RMFT FASTCopy Administrator's Guide 1. Security and Administration

be diverted to real system user accounts. In addition, remote users can be required
to use a message authentication protocol, which verifies the identity of both sides
and “signs” each transferred packet to prevent tampering, and a data-encryption
method, which hides the content of files as they pass over the network.

FASTCopy also provides file and directory level security files, which can restrict
or allow remote user access to specific resources in the file system. These security
files are described in the next section.

Administrative Roles

Since the security check is also performed on local FASTCopy activities, any of
the above restrictions can be placed on local as well as remote users. The same
mechanism can be used for administration as well as security purposes, such as
improving the organization of distributed FASTCopy activities within a networking
environment. In addition, the security mechanism can be used to enforce certain
requirements or restrictions on outgoing operations. For example, you can limit the
bandwidth of any locally-initiated FASTCopy operation, cause it to use a specific
encryption method on any files transferred or automatically generate reports to a
central monitoring point.

The following sections detail the different types of security files that can be created,
how such a file is constructed and how a Security And Administration File is used to
control different kinds of file transfer activities.

The Security and Administration File Hierarchy

The FASTCopy Proxy Security Mechanism's rule base is stored in one or more
security and administration files. Each node has at least one such file called
softlink.security, setting general file-transfer permissions for that node. On UNIX
systems, this file is located in the Zetc directory. The default location of this file on
the RMFT Server machine or on RMFT FASTCopy Agent machines (Windows) is:

~\Repliweb\RMFT\ssl

In this document, the softlink.security file is referred to as the Security and
Administration File. This file should be readable to all users (since it is examined by
FASTCopy processes executed from different local user accounts) but only the
administrator or Super user (root) should have write privileges to this file.

The Proxy Security Mechanism also searches for security and administration rules
in additional files (referred to in this documentation simply as “security files”).

RepliWeb, Inc. 8
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There are two kinds of auxiliary security and administration files:

1. A*login” security file for the node. This file contains rules that are used to
determine if there is a local user under which a remotely initiated operation
can be carried out. This file is examined only once during an operation,
when the operation's local context is set. During this check, RMFT
FASTCopy Receiving Agent uses only the rules in this file and the main
Security and Administration File. A login file is especially important if remote
users connect to the node from outside the trusted environment, for
example over the Internet rather than within a closed network. It should
contain all the sensitive information used to set up a secure session, such
as encryption keys, mutually agreed upon codes and logical passwords.
The login security file is called softlink.login, and is located in the same
directory as the main Security and Administration File. This file must be
readable only by the administrator or super user (mode 600 on UNIX), or
FASTCopy will issue an error message.

2. A security and administration file can be created for any given file or
directory. This security file contains rules which govern the transfer of the
matching file or directory. Whenever RMFT FASTCopy Receiving Agent
responds to a remote request to pull a local file or push files into a local
directory, it applies the relevant rules in the file or directory's associated
security file, and in the security files of all the directories in the path, as well
as any appropriate rules in the main Security and Administration File. Using
file and directory level security files provides more finely-grained control
over file-transfer operations, and can be used to delegate some specific file
transfer security decisions to users, rather than leaving them all in the
hands of the administrator.

A file's corresponding security file must be in the same directory as the
file.

On UNIX and Windows systems, file-level security files are called
.datafilename.sl_sec, where datafilename is the name of the data file that the
security file is associated with, including any extensions.

A directory-level security file is a file inside the relevant directory called
sl_sec.

Note: A directory can contain both a file-level security file inside the parent
directory, and a directory-level security file, inside the directory itself. For example,
the UNIX directory /usr/joe/docs can contain both a file-level security file called
/usr/joe/ .docs.sl_sec, and a directory-level security file called
/usr/joe/docs/.sl_sec.

RepliWeb, Inc. 9
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Both file and directory level security files should be readable from any local user
account.

linux:/usr/joe%>ls -l1aR

total 13

drwxr-xr-x 3  joe agroup 2048 Mar 24 11:37 ./
drwxr-xr-x 25 root root 1024 Mar 18 11:34 ../

-rw-r.r. 1 root root 42 Mar 24 11:37
.docs.sl_sec

—-rwx.X.X 1 joe agroup 5882 Mar 12 12:22 b.b*
drwxr-xr-x 2 root root 1024 Mar 24 11:38 docs/
docs:

total 4

drwxr-xr-x 2 root root 1024 Mar 24 11:38 ./
drwxr-xr-x 3 joe agroup 2048 Mar 24 11:37 ../
-rw-r.r. 1 root root 17 Mar 24 11:38 .sl_sec
linux:/usr/joe%>

Whenever a file is transferred, FASTCopy takes into account rules in all the
security files relevant to that file. These include the main Security and Administration
File, the transferred file's own security file, and any security files associated with
the directories in its path. In general, specific rules (for example those in the
security file associated with the file itself) will override more generic ones (for
example, those defined in the directory's security file or in the main Security and
Administration File). However, a “general” file can instruct the checking application
to ignore the rules in more “specific” files. This instruction will cause the checking
application to ignore all the rules in more specific files, EXCEPT for those that tell it
to refuse an operation that was approved in the more general file.

For example, during a FASTCopy operation that transfers a file called
/usr/joe/docs/fcopy_manuals.ps.tar.Z (on a UNIX system), a security check will
be carried out that can potentially include rules in any of the following files (ordered
here from the most general to the most specific):

File Description
/etc/softlink_security The main Security and
Administration File
/.sl_sec Directory-level security file
/.usr.sl_sec File-level security file for a
directory
/usr/_sl_sec Directory-level security file
/usr/_joe.sl_sec File-level security file for a
directory
/usr/joe/.sl_sec Directory-level security file
/usr/joe/docs.sl_sec File-level security file for a
directory
/usr/joe/docs/ .sl_sec Directory-level security file

RepliWeb, Inc. 10
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/usr/joe/docs/fcopy_manuals.ps.tar.Z.sl_sec | File-level security file for the file
itself

In the above example, rules in the file /usr/joe/docs/.sl_sec can override
rules in the file Zusr/joe.sel_sec, and in turn be overridden by rules in the file
/usr/joe/docs/fcopy _manuals.ps.tar.Z.sl_sec. A security file higher in
the file hierarchy can include a rule that will cause FASTCopy to disregard security
files below it.

For example, if the file /Zusr/ .sl_sec includes such a rule, FASTCopy will ignore
the rules in the following files:

/usr/.joe.sl_sec,/usr/joe/ .sl_sec,
/usr/joe/docs.sl_sec,

/usr/joe/docs/.sl_sec

/usr/joe/docs/fcopy manuals.ps.tar.Z.sl_sec.

It will only act upon a rule in any of these files if it specifies that an operation that
would otherwise be approved should be refused.

A further discussion of the auxiliary security and administration files can be found
after the next section, which describes the contents of a security file, and how
security and administration rules are constructed.

RepliWeb, Inc. 11



RMFT FASTCopy Administrator's Guide 1. Security and Administration

Security and Administration File Structure

General Syntax

Both the main and the auxiliary Security and Administration Files share a common
structure and syntax. Each file is made up of records, which serve as a set of rules.

Each record consists of several lines describing how to respond to a request
matching the details of the record. A separator line, which must begin with a “="
symbol, is used to separate a record from the one following it. As RMFT FASTCopy
Receiving Agent reads the security file, it uses the separator lines to identify all the
text before them (and after the previous separator line) as a record it must
examine. It ignores the entire separator line, so the line can be used for comments,
for example identifying the next record. Comments can also be placed in lines
beginning with a mark, which FASTCopy also ignores.

For example, here's a simple security file, which contains two records, a separator
line, and a comment;

#0n this node you can send files to other nodes:

requester

criteria -operation=data_out

actions -approve

== But you can receive Ffiles only from Bill at the “server”
node: ==

requester -node=server -user=Bill

criteria -operation=data_in

actions —approve

Note: The last record in a file does not have to be followed by a separator line.

Record Structure

Each line in a record begins with a verb, which is usually accompanied by one or
more qualifiers. Each qualifier is preceded by a dash (-) and followed by a value.
The verb provides the line's context within the record, while the qualifiers and their
values provide the line's actual content. You may substitute any non-ambiguous
abbreviation for any verb or qualifier. Any value string which is broken up by spaces
or commas (,) must be enclosed in quotation marks ().

The example above contained two records. In both, the first line begins with the
verb requester, the second line begins with the verb criteria and the last line starts
with the verb actions. Both records act in an identical manner: They specify that if
the request comes from someone identified in the requester line and matches the
specified criteria, FASTCopy should act according to what is in the actions line.

RepliWeb, Inc. 12
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These are the verbs which can be used in a security file record:

* requester - The details in this line identify the initiator of the request. If it is
used without identifying qualifiers, the requester can be anyone.

= criteria - Lines with this verb are used to filter requests according to their
particulars. If a record includes no criteria lines, it applies to any request
matching the requester's details.

= actions - This verb specifies how the request should be responded to if it
matches the specified criteria, and if it should be approved or refused.

= ifnot - This verb is similar to the actions verb, in that it specifies a response
to a request, but the actions it specifies are to be taken only if the specified
criteria are not met.

= search - This verb is used to provide instructions on how to continue
reading the security file after finding that this record matches the request.

= on - This verb specifies on which node the rule should apply.

A record must include at least one requester and one actions line. It can include
multiple lines of requester, criteria or actions. All the actions specified in the actions
line of a record will apply to a request if it matches one of the record's requester
lines and one of the criteria lines.

Parsing the Security File

Whenever a request causes a security check to be run, the security module goes
through the security file and compares the details of the request to the requester and
criteria lines in the different records. When the security module finds a match
between the request and a record, it stores all the actions detailed in that record and
continues on to the next record in the file. In this way, it checks the entire file and
collects all the actions appropriate for the request.

When two records conflict, the later one takes precedence. For example:

requester -node=alf
actions -noapprove

requester -node=alf -user=joe
actions -approve

Even though the first record instructs FASTCopy to refuse all requests from the
“alf” node, the second record overrides the first with regard to the user "joe".

However, if (as shown below) the order of the records was different, requests it
from user “joe” on the “alf” node would be refused, since the second record,
instructing FASTCopy to refuse all requests from the “alf” node, takes precedence.

RepliWeb, Inc. 13
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requester -node=alf -user=joe
actions -approve

requester -node=alf

actions -noapprove

For this reason, when constructing a security file, general defaults should be listed
first, with exceptions to these defaults listed below them.

You can change the way the security file is analyzed by the security module using
the search verb, as explained under that verb's description.

RepliWeb, Inc. 14
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The Requester Verb

Each record must contain at least one requester line. This line is used to
identify the initiator of a FASTCopy request. A requester can be identified by node,
user name, user group, or any combination of the three, using these qualifiers:

= -node=node_name - The node where the request was initiated (in some
cases this may not be the node from which the request arrives). If you want
to specify the local node, use the string “localhost” rather than the full node
name.

= -user=user_name - The name of the user issuing the request.

= -group=group_name - If an operation is initiated with the FASTCopy
gualifier —group, the group name specified there is compared with the one
specified here. See Working with Groups (41) below for details. The default
group is users.

If requester is specified without any identifying qualifiers (as in the first record
above), the record will apply to all requesters.

You can specify multiple requester lines in a record. For the actions specified in a
record to apply to a given request, the request must match all the conditions in at
least one of the requester lines.

EXAMPLE
The record shown below will carry out the specified action if the requester is

anyone from the node “sunny”, or if the requester is the user “Bill” or the user “Sam”
from the “central” node.

requester -node=sunny

requester -node=central -user=Bill
requester -node=central -user=Sam
actions -approve

RepliWeb, Inc. 15
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The Criteria Verb

Lines beginning with the criteria verb are used to further describe the FASTCopy
requests to which a given record applies, beyond the details given in the requester
line(s). Criteria used to filter requests might include the type of operation attempted,
such as incoming data transfer or remote activation of a local executable, the local
user name given, the node or network the request is coming from (which in some
cases may not match the requester's node), and whether the request has
successfully passed an authentication procedure.

The criteria verb can be used with the following qualifiers:

-class=class

Can be used only in the main Security and Administration File or in file and directory-
level security files; matches incoming operations that were assigned the specified
class name during the login security check, by a record in the login security file
that specified that name with the actions qualifier class. This criteria can be used
to differentiate in later security checks between different classes of operation that
were approved during the login security check.

-code=code

Matches operations that include the particular code phrase in their command line,
specified with the FASTCopy qualifier code. The code is received at the target node
after being scrambled with a one-way encryption function. During a security check,
the code phrase specified in the security file is scrambled using the same function
and the resulting value is compared to the code received from the requesting
process.

-control
This qualifier matches operations where the requester wants to control local batch

operations. This matches fmonitor commands that alter the status of batch jobs,
such as hold, resume, kill, etc.

RepliWeb, Inc. 16
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-hook=program

Specifies an external program that should be used to carry out additional security
checks on the request. The operation matches the criteria if the external program
returns an exit status of 1, and does not match it if the program returns an exit
status of 0. The complete path to the program should be specified as the value of
this qualifier. When a security check activates an external hook program, it sends it
a set of parameters as command line arguments. These parameters are pairs of
the form key=value and describe the requesting operation.

The parameters (which are the equivalents of other criteria qualifiers) include:

Parameter
1_node

I _address
r_node
r_user
p_node
p_address
t_node
t_user
t_group

1 _user

1_password

1_appl

r_appl
operation
object

code

flags

Description

The local node that received the request.
The local node's address.

The requester's node.

The requester's user name (on the requester's node).
The peer node's name.

The peer node's address.

The operation's target node.

The operation's target user.

The operation's target group.

The local user name given by the requester.

The password given by the requester for the local node,
scrambled by a one-way encryption function.

The local application that received the request, usually
FASTCopy.

The remote application that gave the request, if any.
The type of operation requested.

The object of the operation (identical to the object criteria
qualifier in the security and administration file).

Any code phrase given by the requester with the FASTCopy
gualifier code, scrambled by a one-way encryption function.

Internal FASTCopy security check flags.

RepliWeb, Inc.
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-incoming (negatable)

This qualifier describes a request by a remote user on any peer node to carry out a
FASTCopy operation opposite the local node. Its negation, noincoming, covers all
locally initiated operations.

-|_user=user_name

Identifies requests which specified this particular local user_name using the
FASTCopy qualifier user.

-|_password

Specifies a request which includes a user name (specified with the FASTCopy
gualifier user) that has a valid logical password on the local node (specified with the
FASTCopy qualifier password in the requesting operation's command line). A logical
password can be created using the sl1_passwd ultility. If the specified user name
and password match a logical user name and password but not a system user
name and password, the actions verb must be used to assign the requested
operation to an existing local user account for any operation to be carried out.

-|_application=FASTCopy|FASTLOGIC

The local application that receives the request. The value is either FASTCopy for
requests handled by FASTCopy or fcopyd, for example, if the request is for local or
remote file transfer, or FASTLOGIC for requests handled by the batch daemon
flogicd, such as requests for submitting a FASTCopy batch operation or using the
fmonitor program.

-operation=operation_type

The operation qualifier is used to describe a particular type of operation that is
requested. Possible values for operation_type include:

data-i1n - The request is for data transfer to the local node. This applies
both to remote FASTCopy operations pushing files to the local node and
local FASTCopy operations which pull files from a remote source to the
local node.

data-out - The request is for data transfer from the local node. This
covers both remote FASTCopy operations which attempt to copy local
files as well as local attempts to transfer local files to a remote target
node with FASTCopy.
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execute - The request is for local task activation. This can either be by a
peer node requesting the execution of a remote command on the local
node, or a local operation using the local _command or exit_command
qualifiers.

submit - The request is for the submission of an operation to the batch
daemon. This covers any FASTCopy operation issued on the local node
with the batch qualifier.

cmd-1in - The request is to perform an fmonitor command on the local
node.

cmd-out - The request is to perform an fmonitor command on a peer
node.

monitor - The request is to send a monitor report to the local node. This
covers any report sent from a monitored node by a FASTCopy operation
that specifies the local node as the operation's monitoring node, using the
mon_node qualifier. Monitor reports can be passed on from one
monitoring node to another, so that the requester node is not necessarily
the peer node. To avoid monitoring loops, no node will accept a monitor
report from a remote node if it (the local node) is designated as the
requester node.

-object=0objectname

This qualifier matches a property associated with the requested operation. The
exact object depends on what the operation is: For fmonitor commands, the
object is the command's name (i.e. list, hold, etc.); for an incoming FASTCopy
operation initiated on a peer node, the object is the remote file specification given in
the command line, which specifies files on the local node (The node where the
security check takes place). There are some contexts in which a requested
operation has no object associated with it, for example, when an outgoing
FASTCopy operation is initiated locally.

-outgoing (negatable)

This qualifier describes a request by a local user to carry out a FASTCopy
operation between this and any peer node. It does not cover local requests to
submit or monitor a batch operation, or remote (incoming) requests for FASTCopy
operations. Its negation, nooutgoing, covers both incoming FASTCopy requests and
local requests for batch submission and monitoring.

-password (negatable)

Specifies a request which includes a valid local user name with its correct
password. By default, only remote requests of this type are approved. The
negation, —nopassword, identifies requests which did not include a local user
name and password using the FASTCopy qualifiers user and password.
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-peer_address=address

Specifies the address of the node from which the request arrives. Combined with a
net mask, it can be used to designhate an entire network of peer nodes. Like the
peer node's name, its address can also be authenticated. The local node's address
can be specified using the loopback address string 127.0.0.1 rather than the full
node address.

-peer_net_mask=net_mask

Combined with an address string, this is used to designate a set of addresses. This
allows you to use a single criteria line to specify a group of nodes, or an entire
network. Each “zero” value bit in the net mask string matches any value of the
corresponding bit of the requester's address, while any “one” bit in the net mask
requires the corresponding bit in the requester's address to match the specified
peer_address.

-peer_node=node_name

Specifies the node opposite which the operation will be carried out. When using
FASTCopy, this may be the same as the requester node. The peer_node
qualifier is important because the identity of a peer node can be verified by an
authentication method to avoid impersonation. If you want to specify the local node,
use the string localhost rather than the full node name.

-purge

This qualifier matches operations where the requester wants to purge local batch
jobs. This matches the fmonitor purge command.

-r_application=FASTCopy|FASTLOGIC

The remote application that issues the request. The value is either FASTCopy for
requests handled by FASTCopy or fcopyd, for example, if the request is for local or
remote file transfer, or FASTLOGIC for requests handled by the batch daemon
flogicd, such as requests for submitting a FASTCopy batch operation or using the
fmonitor program.
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-read

This qualifier matches operations where the requester wants to read local files,
either to copy them to a remote node or to view them with an application.This
matches file transfer operations where files are pulled from the local node
(operation=data-out) or fmonitor commands where the command is 1ist.

-target_group=group_name
This qualifier is used to address FASTCopy operations submitted for batch

execution under the specified group name using the FASTCopy group qualifier.
See Working with Groups (41) below for details.

-target_node=node_name

This qualifier is used to address FASTCopy operations submitted for batch
execution on the specified node.

-target_user=user_name

This qualifier has two different meanings, depending on the request. It will match
FASTCopy operations submitted for batch execution under the specified user_name.
In addition, in the context of an incoming FASTCopy request, it matches the user
name specified in the operation's command line. This reserves the log-in
information given by the requester, even if a security file record changed the local
user under which the operation is carried out.

-time=time_frame

This qualifier identifies a request by the time it arrives at the local node. It allows
you to alter the node's response to FASTCopy requests over time. See Setting Time
Frame in the FASTCopy Reference Guide for details.

-write

This qualifier matches operations where the requester wants to write local files.
This matches file transfer operations where files are transferred to the local node
(operation=data-1in).

Lines beginning with the criteria verb can be used to define a request in great
detail. A given record can include multiple criterialines or none at all. Each line
can contain several qualifiers, provided they are of different types. For a record to
apply to a certain request, that request must match all the qualifiers in at least one
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of the requester lines as well as all of the qualifiers in at least one of the
criterialines.

EXAMPLE

requester -node=pluto -user=mickey

requester -node=uranus -user=beavis

criteria -operation=data-out -1_user=herschel
criteria -operation=data-in -l_user=planets
actions -approve

In the contrived example, requests coming from user “mickey” on node “pluto” OR
user “beavis” on node “uranus” for either pulling files using the local user name
“herschel” or pushing files using the local user name “planets” will be approved.

Note: You cannot use qualifiers of the same type in one criteria line. If you do so,
only the last qualifier applies.

For example, if you write:

requester -node=pluto
criteria -operation=data-in -operation=data-out
actions -noapprove

only the second operation qualifier will apply, so requests from node "pluto” to pull
files from the local node will be refused, but the status of requests for data transfer
to the local node may be permitted, depending on the defaults specified elsewhere.

The correct way to write that record would be:

requester -node=pluto
criteria -operation=data-in
criteria -operation=data-out
actions -noapprove
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The Actions Verb

The actions verb instructs RMFT FASTCopy Receiving Agent on how it should
respond to a request from the specified requester that matches the given criteria. A
simple example of a possible action might be to approve or deny a request. The
actions verb can also be used to divert the request to a specific user account, to
modify it or to monitor it.

The following qualifiers can be used with the actions verb:

-approve (negatable)

Specifies if the request should be approved. Its negation, noapprove, can be used
to deny a given request. The default setting for all requests is generally
noapprove, unless a valid user name and password are explicitly given in the
request.

-l _user=local _user_name

Instructs FASTCopy to carry out the requested operation under the specified local
user account instead of the account FASTCopy would have normally used, which
would be either the one from which the command was issued or one given by a
remote user with the user qualifier. On UNIX systems, setting the local user
context for the incoming request is done automatically. On Windows, fcopyd can set
the local user context only if that user's name and password are added to the proxy
database with the sl_passwd utility (see The sl_passwd Utility (43) for details).

-class=class

Can be used only in the login security file; assigns the specified class name to an
incoming operation's class parameter (which is blank otherwise) during a login
security check. The value assigned can be used as a criteria in later security
checks in other security files. Assigning a class to specific operations allows later
security checks to differentiate between different kinds of requests that matched
different, possibly secret and complex criteria during the login, and have otherwise
similar parameters.

-remote_command (negatable)

Approves remote task activation by a FASTCopy operation initiated on another
node. This is a FASTCopy default action. You can refuse remote execution of local
images through FASTCopy using the negated form of the

gualifier, -noremote_command.
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-out_dir=directory_name

Generally, an incoming FASTCopy operation is allowed to write files according to
the specified local user's permissions. Specifying a directory with this qualifier
means that data can only be transferred to that directory, under the condition that
the local user is allowed to write files there.

-inp_dir=directory_name

As above, an incoming FASTCopy operation is only allowed to read files according
to the specified local user's permissions. Specifying a directory with this qualifier
limits remote data_out operations to reading files from that directory only, under
the condition that the specified local user is allowed to read files from there.
-root_dir=directory_name

This qualifier denies access for either read or write to any directory that is not a
subdirectory of the specified di rectory_name.

-inp_include_sub_dirs (negatable)

Indicates that if an inp_dir is specified, the FASTCopy operation can also copy
files residing in its subdirectories. This is the default.

-out_include_sub_dirs (negatable)

Indicates that if an out_dir is specified, the FASTCopy operation can also
transfer files into its subdirectories. This is the default.

-dir_create (negatable)

Specifies if the operation is allowed to create directories. This is the default.

-overwrite (negatable)

Specifies if the operation is allowed to overwrite existing files on the local node.
This is the default.

-size_limit=limit

Limits the maximum size of a single file that can be transferred to the local node by
a FASTCopy operation.
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-line_cipher=encryption_method

Determines what encryption method should be used to encrypt files transferred
during an operation. Only the data (files) are encrypted by this encryption method;
In particular, the messages sent back and forth between the program and RMFT
FASTCopy Receiving Agent on the remote node are not encrypted. By itself,

the —1ine_cipher qualifier does not make FASTCopy encrypt the transferred
data.

The -1ine_encrypt qualifier must be specified in the command line or the Security
and Administration File to force that action; A third qualifier, -1ine_phrase, must be
included in the Security and Administration File to specify a key that will be used for
the encryption. If the method specified with the requested operation does not match
the value specified in the security file, an error occurs. If no method is specified or
this qualifier is omitted, the encryption method is assumed to be des-cbc.

Refer to the appendix describing encryption methods in the FASTCopy Reference
Guide, for an explanation of the various encryption methods available.

-line_encrypt

Specifies that transferred files should be encrypted, using the encryption method
specified with —1ine_cipher and the key specified by the —-1ine_phrase
qualifier. The cipher and phrase specified by the requested operation must agree
with those specified in the security file for the encryption to take place or an error
will occur. Only the data (files) are encrypted during the operation. In particular, the
messages sent back and forth between the program and RMFT FASTCopy
Receiving Agent on the remote node are not encrypted. If no method is specified,
the encryption method is assumed to be des-cbc. Refer to the appendix
describing encryption methods in the FASTCopy Reference Guide, for an explanation of
the various encryption methods available.

While the cipher and phrase must be specified both in the requested operation and
in the responding node's security file, specifying -1ine_encrypt in either one of
these places will cause files to be encrypted. The exception to this rule is when an
incoming request is pushing files to the local node using the -max_small_Tile
FASTCopy qualifier, in which case, if -1ine_encrypt is specified only in the
receiving node's security file and not in the operation's command line, the files will
be sent unencrypted.

-line_phrase=key

Specifies a key string that will be used as a key in encrypting transferred files, with
the encryption method specified by the -1ine_cipher qualifier; Only the data
(files) are encrypted using this key; In particular, the messages sent back and forth
between the program and RMFT FASTCopy Receiving Agent on the remote node
are not encrypted. If no method is specified, the encryption method is assumed to
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be des-cbc. Refer to the appendix describing encryption methods in the FASTCopy
Reference Guide, for an explanation of the various encryption methods available.

By itself, the —1ine_phrase qualifier does not make FASTCopy encrypt the
transferred data; The -1ine_encrypt qualifier is used to force that

action. -line_phrase only tells FASTCopy what key to use if it is required to
encrypt a file. Both the cipher and phrase specified in the requested operation must
agree with those specified in the security file for the encryption to take place, or an
error will occur. Because of this, this form of encryption can be used only if the
cipher and key phrase are known on both the local and the remote node. The key
chosen can be any string including upper and lower-case characters, numbers,
non-alphanumeric keyboard symbols, spaces, etc. If the string includes spaces, it
should be enclosed in quotation marks. For good cryptographic strength, it should
be at least 10 characters long. When choosing a key, exercise the same
considerations you would use to choose a good password, i.e. avoid using
recognizable names, words or phrases that can be easily guessed.

-mac[=phrase]

Specifies that all messages passed between the local and the remote node should
be authenticated using the given key phrase. When -mac is used, all the data sent
over the line, including both the files transferred and any communication between
the FASTCopy program and the remote RMFT FASTCopy Receiving Agent, is
signed with the specified key. This allows both sides to ensure that anything they
receive during the operation does indeed come from the expected source, and that
no data was modified or replaced in transit by a third party. The —-mac qualifier can
be specified without a key phrase, in which case FASTCopy will use an internal
key to sign all its communication packets during the operation. This protection,
however, has no cryptographic strength, since the FASTCopy program can be
“cracked” by a third party and the internal key used to forge communication
packets. If -mac is used with a key phrase, it must be the same phrase as that
specified by the requested operation, or the operation will fail. When an agreed-
upon key is used, FASTCopy gives both parties with strong cryptographically-
protected authentication of their partner's identity. The phrase chosen can be any
string including upper and lower-case characters, numbers, non-alphanumeric
keyboard symbols, spaces, etc. If the string includes spaces, it should be enclosed
in quotes. For good cryptographic strength, it should be at least 10 characters long.
When choosing a key phrase, exercise the same considerations you would use to
choose a good password, i.e. avoid using recognizable names, words or phrases
that can be easily guessed.

-monitor
Activates a local monitoring task, allowing the requested operation to be monitored

locally with the fmonitor command. This is different from FASTCopy central
monitoring: the operation does not generate monitor messages but is simply
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tracked by the local batch daemon, which records start, end, success or failure
information only.

-mon_level=[min|default|detailed]

Specifies the level of detail of messages sent to a central monitoring node by the
requested operation. This qualifier is relevant only if a central monitoring task is
associated with this operation by a -mon_node qualifier specified either in the
command line or in the security file. If the FASTCopy qualifier -mon_level is used
in the operation's command line with a value that conflicts with that specified in the
security file, it overrides this qualifier's value unless the qualifier -mon_must is also
specified in the same actions line.

-mon_must

Specifies that any values specified in the same actions line with the
qualifiers -mon_node, -mon_type and -mon_ level should override the values of
any matching qualifiers specified in the requesting operation's command line.

-mon_node=node_name[,node_name...]

Activates a central monitoring task, instructing the requested operation to report its
progress to a central monitoring daemon on the node node_name. If more than
one monitoring node is specified, the list must be enclosed in quotation marks. If
the FASTCopy qualifier -mon_node is used in the operation's command line with a
value that conflicts with that specified in the security file, it overrides this qualifier's
value unless the qualifier -mon_must is also specified in the same actions line.

-mon_type=label

Specifies an identifying label for messages sent to a central monitoring node by the
requested operation. The label is used to direct these messages to a particular
monitor handler application. This qualifier is relevant only if a central monitoring
task is associated with this operation by a -mon_node qualifier specified either in
the command line or in the security file. If the FASTCopy qualifier -mon_type is
used in the operation's command line with a value that conflicts with that specified
in the security file, it overrides this qualifier's value unless the qualifier -mon_must
is also specified in the same actions line. The default label assigned to a monitor
message is Fcopy.
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-activity _time=time_frame

Limits the time during which the operation can take place on the local node.
FASTCopy checks the time as long as the operation is active, terminating it if it
exceeds the set time_Tframe. See Setting Time and Time Frame Expressions in the
FASTCopy Reference Guide for further details.

-recurs (negatable)

Specifies that any file and directory specific security files that are below the file
containing this rule should be taken into account in any security check that pertains
to the files and directories associated with them. This is the default action. If you do
not want records in lower-level security files to override records in a given security
file, that file must contain a matching record explicitly specifying -norecurs (the
negated form). This will cause FASTCopy to ignore all the records in more specific
(lower-level) security files, UNLESS they explicitly tell it to refuse an operation it
would otherwise approve (i.e. a lower-level security file contains a record that
explicitly specifies —noapprove and matches an operation that would otherwise be
approved by the higher-level file.)

-sl_security (negatable)

Specifies that file and directory specific security files can be transferred from this
node (on outgoing operations) or to this node, to directories below the level of the
file in which this qualifier is specified (if it is used in a directory's security file; if it is
used in the general Security and Administration File, it allows this in the whole file
system). To prevent security leaks, you cannot transfer security files to or from a
node or directory unless you specify this explicitly using this qualifier (the negated
form is the default).

-reason=string

Specifies text that should be displayed to the user if the operation is not approved.
If there is another record that overrides this one and approves the operation, the
text will not be displayed.

Defaults for FASTCopy actions include:
= -remote_command (true)
» —inp_inc_subdirs (true)
= —out_inc_subdirs (true)
= —overwrite (true)
= -dir_create (true)

= -recurs (true)
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If the request explicitly includes a valid local user name and password, the default
is approve, otherwise it is noapprove.

EXAMPLE

requester -node=hercules

criteria -operation=data-in

criteria -operation-data-out

actions -approve -noremote_command -monitor -1_user=guest

The above record specifies that users logging in from node “hercules” are allowed
to pull and push files from the local node (criteria —operation=data-inand -
operation=data-out). However, they are assigned the local user account of
“guest” regardless of what local user they specify in their FASTCopy command.
Furthermore, their capability to initiate task activation through FASTCopy's remote
command feature is disabled ( -noremote_command) and a local monitoring task
is also activated which records all the details of their operation on the local node.
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The Ifnot Verb

The 1fnot verb is the logical opposite of the actions verb in that it instructs
RMFT FASTCopy Receiving Agent on how it should respond to a request that does
not match the rule specified by the record: i.e. the request does not match both a
specified requester and meet at least one criteria. Otherwise, the ifnot
verb behaves just like the actions verb. It also can instruct the daemon to
approve or deny a request, and it accepts all the qualifiers detailed under actions.
As a general rule, if a given request matches a record, then any actions specified in
that record with the actions verb are added to the list of actions for that request. If
the request does not match the record, any actions specified in the record with the
ifnot verb are added to the list. A single record cannot contain both an actions
and an ifnot line.

There are some situations that require you to use the ifnot verb, such as when
you want to limit access in a context where it would not normally be limited. For
example, by default any one with a local user name and password can copy files; if
you want only users who specify a given code to be able to copy a specific file, you
can create a file-level security file for that file, including the following record:

requester
criteria -code=TrustMe -read
ifnot -noapprove

Any request to read the file that would be approved by default or because of
previous records in the file or previous security files, for example a request that
included a legitimate local user name and password, will fail unless the -code
qualifier was specified in the command line with the value “TrustMe”. This record
will apply even if a higher-level security file approved the request and specified the
-norecurs action, because —noapprove is used here explicitly.

Despite the example, cases where approval is implicit and i fnot must be used to
explicitly deny access should be very rare. Security is best served if all operations
are disallowed by default (i.e. by higher-level or more general rules) and for any
operation, approval is specifically given in a security file record.
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The Search Verb

As explained earlier (see Parsing the Security File), during a security check the
security file is searched for records matching the request's details, and any actions
described in matching records are retained and apply to the request, with later
records taking precedence over conflicting earlier records. However, this standard
parsing of the security file can be modified, by adding a line beginning with the
search verb to a record.

The search verb instructs the security module how to proceed in its examination
of the security file. It can modify the default search pattern using one or both of the
following two qualifiers:

= —ignore_defaults - Instructs the security module to ignore all actions
prescribed by any records matching the request which preceded the
current one.

= -stop_search - Instructs the security module to stop searching the file for
additional records, keeping only the actions found this far.

EXAMPLES

requester -node=alf -user=joe
actions -approve
search -stop_search

requester -node=alf
actions -noapprove

By adding the search line, we ensure that if the user “joe” from the “alf’ node
issued the request, the security module will record the approve action and finish
its examination of the security file; If it is anyone else, it will continue to the next
record.

Here's another example:

requester node=alf
actions -approve -monitor

requester -node=alf -user=joe
actions -approve
search -ignore_defaults

In the above example, the actions in the second record do not necessarily override
the monitoring instruction given in the first record. However, by adding the search
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line with the -ignore_defaults 